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Bit Commitment

-

Alice wants to place a bet. She doesn't want to tell Bob
what her bet Is, but after the event, she wants to be able
to reveal the bet such that Bob will be convinced that
she didn't change her mind.

commitment : Alice places her bet in a box that she
locks with a key and gives the box to Bob.

opening : Alice hands the key to Bob.

concealing : Bob can't open the box
binding : Alice can't change the contents of the box.

Cryptography's version of “| told you so”
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Bit and String Commitment
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# Unconditionally secure bit commitment is impossible

# Unconditionally secure guantum bit commitment is
Impossible (Mayers 96, Lo and Chau 96)

# String Commitment : committing to many bits at once
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# How can we hope to be able to implement quantum
string commitment (QSC) even though unconditionally
secure quantum bit commitment is impossible ?
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Why are we here?
- -

# How can we hope to be able to implement quantum
string commitment (QSC) even though unconditionally
secure quantum bit commitment is impossible ?

# We make concessions : Bob should be able to gain
some limited amount of information about the
committed string and Alice can cheat up to a certain
point.

# We will show that under a strict de nition of security,
any non-trivial QSC is impossible. However, under a
more relaxed standard of security, QSC is possible and
we will construct such a protocol based on locking.
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Information Theory

-

Given a density operator with spectral decomposition
= . ilglhg]
the von Neumann entropy of IsH( )= H( ).

-

If AB is a density operator on AB then H(A) = H( 4)
conditional entropy H(AjB) = H(AB) H(B)

mutual information
| (A;B) = H(A) H(AB) = H(A) + H(B) H(AB)
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Information Theory
-

Given a density operator with spectral decomposition
= ijaihg]
the von Neumann entropy of IsH( )= H( ).
If AB is a density operator on AB then H(A) = H( 4)
conditional entropy H(AjB) = H(AB) H(B)

mutual information
| (A;B) = H(A) H(AB) = H(A) + H(B) H(AB)

min-entropy H1 ( ) = 109 max
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o Commit : if both parties are honest, Alice chooses a
string x or a superposition of strings. From Bob's point
of view, string x appears with probability px. Both
parties execute a guantum communication protocol.

#® Reveal : Alice and Bob execute the second part of the
gquantum communication protocol. If both parties are
honest, Bob obtains x. If Alice committed to a
superposition, Bob obtains x according to the squared
amplitude in the superposition.
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Quantum String Commitment

o N

o Commit : if both parties are honest, Alice chooses a
string x or a superposition of strings. From Bob's point
of view, string x appears with probability px. Both
parties execute a guantum communication protocol.

#® Reveal : Alice and Bob execute the second part of the
gquantum communication protocol. If both parties are
honest, Bob obtains x. If Alice committed to a
superposition, Bob obtains x according to the squared
amplitude in the superposition.

® Let 4 be Bob's quantum state if both parties are honest
and Alice committed to x.
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Inf ormation
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Let E= fp;j; igbe an ensemble with corresponding density
matrix . There are many ways to measure the information
that Bob can extract from E.

-

® Accessible Information | 5oc(E) = maxy 1 (X;Y). (pi IS
the probabillity distribution of X, M Is any measurement
and Y is the outcome r.v. of the measurement).
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Inf ormation

-

Let E= fp;j; igbe an ensemble with corresponding density T

matrix . There are many ways to measure the information
that Bob can extract from E.

® Accessible Information | 5oc(E) = maxy 1 (X;Y). (pi IS

the probabillity distribution of X, M Is any measurement
and Y is the outcome r.v. of the measurement).

P
# Holevo Information (E) = H( ) PiHC(C i)

® one-shot Holevo Information
( E) = logrank( ) minj Hao( i). (Ha( x) = logTr 2)
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#® An(n;a;b) B QSC protocol is a quantum string
commitment protocol satisfying :

#® Db-concealing : Bob's information at the end of the

commitment phase satises B(E) b

P
® a-binding @ 5010 Px 2% Where py is the probability

that Alice is able to successfully reveal x at the reveal
stage.
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Obserwations

-

o (B (E) Ilacc(E) so every (n;a;b) QSCis a
(n;a;b) QSCisa(n;a;b) lagece QSC

#® Isrelevant when protocol executed once, Is relevant
when protocol executed many times

# trivial protocol : Alice sends rst bbits of an n-bit string
and reveals n  bbits later on. This is an
(n;n b;b QSC protocol.
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# Theorem : There is no (n; a;b) QSC scheme with
a+ b+ 3log3+ 2< n.

#® Proof(sketch) : Assume thata+ b/ n. We will show a
cheating strategy for Alice.

#® Choose a hash functionf :x2 f0;1g" ! y2 f0;1g" ™.
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Impossibility of Holevo Information QSC
- -

# Theorem : There is no (n; a;b) QSC scheme with
a+ b+ 3log3+ 2< n.

#® Proof(sketch) : Assume thata+ b/ n. We will show a
cheating strategy for Alice.

#® Choose a hash functionf :x2 f0;1g" ! y2 f0;1g" ™.

# Alice picks a yg and constructs
X
J1X1) XI
x2f 1(yo)

She executes the protocol using the second half of the
state as input.
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mpossibility of Holevo Information QSC
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After the commit phase, suppose we have
X

J oyol = JXijj xi;
x2f 1(yo)
From Bob's point of view, he has the state .

By (Renner and Konig 2004), 9f , 8y, y Is “close”to y,,
and so Alice can transform j y,i closetoj yi
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mpossibility of Holevo Information QSC

-

After the commit phase, suppose we have
. . X . - .
J oyl = X[ «I;
x2f 1(yo)

From Bob's point of view, he has the state .

By (Renner and Konig 2004), 9f , 8y, y Is “close”to y,,
and so Alice can transform j y,i closetoj yi

For a given y, If Alice measures the rst partofj yi, and
obtains x then Bob will open the commitment x.

So 8y, Alice can reveal one x :
X

L Bx on m 2(n b) J

X
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End of proof and Corollaries
- b ]
Since ,.px 2%, 2" 2%, a+ Db' n Contradiction!

Corollary : As long as we execute a given protocol
enough times in parallel, there is no (n; a; b) QSC
with a+ b< n.
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End of proof and Corollaries

o p N

Since ,px 22,2" P 22 a+b' n Contradiction!

Corollary : As long as we execute a given protocol
enough times in parallel, there is no (n; a; b) QSC
with a+ b< n.

The trivial protocol is optimal for this de nition.
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Locking
-

“There exist bipartite states which contain a large
locked classical correlation that is unlocked by a
disproportionately small amount of classical
communication” (DiVincenzo, M. Horodecki, Leung,
Smolin, Terhal 2003). The phenomenon is impossible
classically. They give the example :
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Locking
-

“There exist bipartite states which contain a large
locked classical correlation that is unlocked by a
disproportionately small amount of classical
communication” (DiVincenzo, M. Horodecki, Leung,
Smolin, Terhal 2003). The phenomenon is impossible
classically. They give the example :

Alice sends jxi or H "jxi

Bob tries to maximize | (X ;Y) by nding an optimal
measurement

His optimal strategy is guessing; l acc = 5.
If Bob knows the basis (1 bit of communication), | 5;cc = n
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Lockcom(n; U)

Alice chooses x 2 f0;1g" and a unitary U; from a set U
Alice sends U;jxi to Bob

Alice announces i, Bob applies Uiy and measures in the
computational basis.
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Lockcom(n; U)

Alice chooses x 2 f0;1g" and a unitary U; from a set U
Alice sends U;jxi to Bob

Alice announces i, Bob applies Uiy and measures in the
computational basis.

Lemma : Any Lockcom(n; U) is jUj-binding
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Any Lockcom(n; U) is jUj-binding
- -

proof Let pyx be the probability that Alice reveals x, px:
the probability that Alice reveals x with reveal
iInformation r and the gquantum state.

X X X
Px Bsr
" X X
= TrjxihxjuY U,
X X
= Tr  jxihxju? U,
>( X

= Tr =juj= 2°9Y)

r

o |
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Lockcom
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Corollary : Lockcom(n; U) where U = fI ";H "gis an
(n;1;n=2) lacc QSC protocol.
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Corollary : Lockcom(n; U) where U = fI ";H "gis an
(n;1;n=2) lacc QSC protocol.

Theorem : For2" = d 7there exist
(n;4logn+ O(1);4) lacc QSC protocols.
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Lockcom

-

Corollary : Lockcom(n; U) where U = fI ";H "gis an
(n;1;n=2) lacc QSC protocol.

Theorem : For2" = d 7there exist
(n;4logn+ O(1);4) lacc QSC protocols.

Proof. Random construction (Hayden, Leung, Shor and
Winter 2003), shows existence of a set U such that

jUj 2 O(n*) and l ¢ 4.

|
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Cheatsensitve QSC
-

The accessible information requirement for Bob in string
commitment is weak compared to the binding
requirement for Alice : Bob can correctly guess the

basis that Alice chose with probability - and determine
the entire string.
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to Bob after the LOCKCOM protocol.

|

Quantum String Commitment — p. 17/23



Cheatsensitve QSC
-

The accessible information requirement for Bob in string
commitment is weak compared to the binding
requirement for Alice : Bob can correctly guess the

basis that Alice chose with probability - and determine
the entire string.

A protocol is cheat sensitive if the cheating party Is
detected with positive probability

For cheat sensitivity against Alice, we ask her to send x
to Bob after the LOCKCOM protocol.

For cheat sensitivity against Bob, we ask him to send x°
the opened commitment back to Alice.

|

Quantum String Commitment — p. 17/23



Cheatsensitve QSC
-

The accessible information requirement for Bob in string
commitment is weak compared to the binding
requirement for Alice : Bob can correctly guess the

basis that Alice chose with probability - and determine
the entire string.

A protocol is cheat sensitive if the cheating party Is
detected with positive probability

For cheat sensitivity against Alice, we ask her to send x
to Bob after the LOCKCOM protocol.

For cheat sensitivity against Bob, we ask him to send x°
the opened commitment back to Alice.

If Alice or Bob attempt to cheat, there is non-zero
probability that they will be caught. |
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Alice and Bob are on the phone and want to ip a coin
fairly.

Given a bit commitment scheme, we can modify it to get
a coin ipping scheme :

Alice commits to x 2 f0; 1g. Before the reveal stage, Bob
chooses x°2 f0; 1g and sends it to Alice. The outcome
of the coin ip is takento be x x°
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Given a bit commitment scheme, we can modify it to get
a coin ipping scheme :

Alice commits to x 2 f0; 1g. Before the reveal stage, Bob
chooses x°2 f0; 1g and sends it to Alice. The outcome
of the coin ip is takento be x x°

String ipping Is coin Ipping of n coins at once

Goal : design a protocol so that even if one party
cheats, the outcome will still be not too “biased”.
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Coin Flipping
-

Alice and Bob are on the phone and want to ip a coin
fairly.

Given a bit commitment scheme, we can modify it to get
a coin ipping scheme :

Alice commits to x 2 f0; 1g. Before the reveal stage, Bob
chooses x°2 f0; 1g and sends it to Alice. The outcome
of the coin ip is takento be x x°

String ipping Is coin Ipping of n coins at once

Goal : design a protocol so that even if one party
cheats, the outcome will still be not too “biased”.

The following Quantum String Flipping protocol
Improves on results by Barrett and Massar (2004).
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Lock ip( n; a;b)

Alice commits to x 2r f0; 1g" via an
(n;a;b) laece QSC to Bob.

Bob sends x°2g f0; 1g" to Alice



Lock ip( n; a;b)

Alice commits to x 2r f0; 1g" via an
(n;a;b) laece QSC to Bob.

Bob sends x°2g f0; 1g" to Alice

The commitment is opened, they dene c=x x°
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Lock ip( n; a;b)

Alice commits to x 2r f0; 1g" via an
(n;a;b) laee QSC to Bob.

Bob sends x°2g f0; 1g" to Alice
The commitment is opened, they dene c=x x°

Theorem : Lock ip( n; a;b) results in a string C such
that :

- If both parties are honest, they get the same string,
and Hy (C) = n

- If Aliceishonest, H(C) n b

-If Bob is honest, H; (C) n a.

|
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Lock ip proof
- -

If Alice Is honest, we wantto showH(C) n b

H(C) H(CjX9

H(X XYx9
H(XjX 9
H(X) 1(X;X9
n b

since Bob's accessible information is upper bounded
by b.

o |
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Lock ip proof
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If Bob Is honest, we wanttoshowH; (C) n a



Lock ip proof
-

Let p(c) be the probability that string cis ipped, p(x) as
before and pg (x‘) the prob. that Bob picks x° Since
H1 (C) = log For Alice to maximise p(c),

If Bob Is honest, we wanttoshowH; (C) n a

maxXc p(c)’
consider :
X
p(g=  p(xjx x°=c)pg(xY
X X
= plc xY2 "= px)2 "
x0 X

X
=2"  px) 2 ™3 (a-binding)

X

|
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Lock ip proof
-

Let p(c) be the probability that string cis ipped, p(x) as
before and pg (x‘) the prob. that Bob picks x° Since
H1 (C) = log For Alice to maximise p(c),

If Bob Is honest, we wanttoshowH; (C) n a

maxXc p(c)’
consider :
X
p(g=  p(xjx x°=c)pg(xY
X X
= plc xY2 "= px)2 "
x0 X

X
=2"  px) 2 ™3 (a-binding)

X

SoH1 (C) log2" 2=n a J
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We've shown
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Optimality of the trivial scheme for Holevo information
guantum string commitment.
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Optimality of the trivial scheme for Holevo information
guantum string commitment.

Existence of (n;4logn + O(1);4) lagc QSC
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We've shown

-

Optimality of the trivial scheme for Holevo information
guantum string commitment.

Existence of (n;4logn + O(1);4) lagc QSC
Cheat Sensitivity
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We've shown

-

Optimality of the trivial scheme for Holevo information
guantum string commitment.

Existence of (n;4logn + O(1);4) lagc QSC
Cheat Sensitivity

Better Quantum String Flipping protocols based on
Quantum String Commitment

|
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It would be niceto show

o N

Optimality of the protocols

What other locking effects are possible (we skipped
some details about locking today)
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It would be niceto showv
Optimality of the protocols T

What other locking effects are possible (we skipped
some details about locking today)

Find other applications of LOCKCOM and LOCKFLIP

|
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