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Chapter 1

Introduction

The logarithm is a very familiar function in mathematics, defined in various settings.

We define the Discrete Logarithm Problem (DLP) in a finite cyclic group � as follows.

Definition 1 Given a generator � of �, and any 	 � �, find the smallest positive integer, 
, such
that �� � 	. This 
 is called the discrete logarithm of 	 to the base �, denoted ��� ��	�.

Let � be the order of �. The DLP in a finite field, �, refers to the DLP in the multiplicative
group, ��. Throughout this dissertation, an algorithm is efficient if its running time in terms of
basic operations is bounded by a polynomial in the size of the input. Assume the size of an element
of � is at least ������. The size might be larger if, for example, � is a tiny subgroup of a much
larger group � , and elements are represented as elements of � . This is why I chose to describe
the running time of these algorithms in terms of group operations and their space requirements
in terms of group elements. Since we assume that the group elements have size at least ������,
then calling ���������-bit integer multiplication and addition a group operation seems justified,
as does referring to a requirement for ��������� bits of space as requiring space for one group
element. Group operations will include not only the group multiplication, but a small family
of operations whose running time is bounded by a polynomial in the running time of the group
multiplication. Parallel or distributed computing can often be used to reduce the actual time it
takes to carry out the operations in these algorithms.

Discrete logarithms in finite fields are a useful tool, for example, in analysing linear feedback
shift registers for use as event counters (see [CW94]). They are also used to find the position
of a subarray in a pseudo-random array, which can be useful in measuring the absolute position
of automated guided vehicles (see [LB92]). These are cases where we want fast algorithms for
solving the DLP. The cardinality, 
, of the fields does not typically get very large. In the first case,
a field of size 	� should suffice if the counter is not going to exceed 	 ��
. In the second case, we
keep track of positions in two dimensions, and as long as we never walk more than � � positions in
one direction, or �� positions in the other, a field of size not much bigger then � ��� should suffice.

There does not seem to be an efficient algorithm to solve the DLP in finite fields, whereas it
is well-known that the inverse operation, exponentiation, can be performed efficiently. Exponen-
tiation in finite fields is thus believed to be a one-way function, and suitable for use in public-key
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cryptographic protocols (see [MvV96] for a thorough description). In this case, the cryptographer
counts on there not existing efficient algorithms for the DLP, and selects fields with parameters
such that discrete logarithm computations are infeasible for an adversary.

I present several algorithms for solving this problem, and discuss their running times and space
requirements. Most of the algorithms are randomised algorithms. By that I mean that they require
random bits as input. Randomness and the existence of random bits are philosophical questions I
will not address. For theoretical purposes, I assume the existence of a random bit generator. For
practical purposes, I assume that the pseudo-random bit generators in existence are effective. We
assume that one call to the random bit generator is one operation. Randomisation can be very
useful for solving problems for which deterministic algorithms have a reasonable average running
time but have terrible running times for certain inputs. Instead we might produce randomised
algorithms which will solve the problem for any input with a reasonable expected running time,
the average now with respect to the random bit inputs. This idea is discussed in [Joh84] and
[MR95]. Some of the randomised algorithms are probabilistic algorithms. More details about
what we mean by a probabilistic algorithm appear in section 12 of [LP92], and in [Joh84]. The
paper [LP92] by Lenstra and Pomerance also includes a useful discussion on analysing the running
time of probabilistic algorithms. The expected running time given is an upper bound for the
expected running time of the algorithm taken over the random bit inputs. So this upper bound on
the expected running time is valid for any input. Given a probabilistic algorithm with expected
running time � , for any 
 � 
 Markov’s inequality implies that the algorithm will succeed within
time 
� with probability at least �
 � 
��
. By repeating such an algorithm � times, each for
time 
� , the probability of never succeeding is at most �
�
��. Other randomised algorithms we
present have an expected running time which is valid for any input, provided certain assumptions
are true. I call these heuristic probabilistic algorithms. Only two of the algorithms presented,
including exhaustive search, are deterministic and guaranteed to work on all inputs. The running
times given are the worst case running times, and happen to be within a constant factor of the
expected running times.

The fact that we define the discrete logarithm to be the smallest positive integer 
 such that
�� � 	 is not a big restriction. Suppose we could solve for some positive integer 
 such that
�� � 	. Then we have a probabilistic algorithm for finding the order of � in ��������� group
operations (see appendix A.6 for details). We can thus find the smallest positive integer 
 such
that �� � 	.

It is well known than all finite fields of the same order are isomorphic and have prime power
order. Hence we can refer to the field of order 
 for any prime power 
. We denote the field of
order 
 by ���
�, the Galois Field of order 
, after the French mathematician Evariste Galois
who started the study of finite fields. It is also often denoted � �. For any integer �, we denote
the integers modulo � by ��. For prime �, �� is a field of order �, and thus also �����. One
way to represent ������, for a prime � and positive integer �, that will be useful for solving
discrete logarithms, is as ���������������, the �����-ring of polynomials in � modulo ����,
for an irreducible ���� of degree �.

I assume throughout that we know the size of the fields and the representations of the fields
lend themselves to efficient (with respect to the group multiplication) basic arithmetic operations,
including addition, comparisons, and inverse-taking. I assume that the prime subfield ����� is
easily identified with ��, and that given any basis for ���
� as a vector space over ��, we can
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efficiently find the coordinates of any element with respect to this basis.

Algorithms for finding logarithms in ���
� often take advantage of the way we represent
the field. In the case of a polynomial ring modulo an irreducible polynomial, we sometimes
want the irreducible to have a specific form. We note that it suffices to find one representation
in which we can solve the DLP. We know that all finite fields of the same order are isomorphic
and I show here how to construct these isomorphisms efficiently. This is discussed in [Zie74] and
[Odl85] in the case that we have two representations of ������ of the form ���������������

for two different irreducibles ����. Deterministic algorithms are discussed in [Len91]. Assume
we have identified the subfield ���
�� of ���
� in both representations, and we can efficiently
represent elements with respect to a basis over ���
�� (we could let 
� be the characteristic, for
example). Also assume that we have an isomorphism between the two representations of���
 ��.
Suppose 
 � 
��� . Find an irreducible, ����, of degree �� over ���
��. Find a root of ���� in
each representation of ���
�, � and �. There exist efficient randomised algorithms for finding
irreducible polynomials (see [Nie91]) and for factoring polynomials (see, for example, [Ber70],
[CZ81]). An isomorphism is then defined by 
��� � �. Linear algebra over ���
�� allows
us to efficiently represent arbitrary elements as a ���
��-linear combination of powers of � or
�, and thus we can efficiently evaluate 
 or 
�� at any element. We may also select a different
generator, ��, instead of �, since we know �����	� �������� � ������	� modulo � .

To solve logarithms in a given field representation with respect to a given base, we can pro-
ceed as follows. Find an algorithm for solving logarithms to the base � in our representation
of choice. Find an isomorphism 
 between the given representation and our representation.
Solve for �����
�	�� and �����
���� in our representation. Use these two results to solve for
��������
�	��, which is by the isomorphism equal to �����	�.

Besides exhaustive search, which is a ��� ������� group operation algorithm for a field of order

, there are two general classes of algorithms for solving the DLP on a classical computer. The

first class contains algorithms which bring the running time down to ��

�
� � � ���

��� �
� � group

operations or less if 
 � 
 has no large factors. These are discussed in Chapter 2, and work in any
finite cyclic group. Chapter 3 covers the second class, referred to as Index Calculus techniques,
which for most finite fields give rigorous probabilistic algorithms with expected running time

������� � ��� ��� ��
�
� ��. Heuristic probabilistic index calculus algorithms exist with the same running

time for all finite fields. For many finite fields, there are heuristic probabilistic algorithms with

expected running time ������� ��
�
� ���� ��� ��

�
� ��. It seems possible therefore, to construct finite fields

for which finding discrete logarithms is intractable, at least on a classical computer.

However a quantum computer would reduce the expected running time down to a polynomial
number of quantum operations. The possibility of ever creating a device to perform such calcu-
lations is an open problem and currently an area of active research. I briefly discuss quantum
computers and a discrete logarithm algorithm in Chapter 4.

Most of the information contained in this thesis is a survey of known techniques. Some of
the results are original, including sections 2.4 and 3.3.2, appendices A.7, A.1, and A.4, Algorithm
2.2.2, as well as parts of other sections where I generalise some results and point out what seem
to be problems or errors in the literature. I have made every effort to cite the ideas I have taken
from others, or ideas I have come up with independently but later discovered to already exist in
the literature.
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I conclude the introduction with a section to introduce some basic notation used in the subse-
quent chapters, followed by a brief summary of known integer factoring methods.

1.1 Basic Notation

One notion that is used in many of the algorithms is that of smoothness. Intuitively, an element
is smooth if it can be easily factored into a product of other elements of small size; an element
is 
-smooth if it can be factored into a product of elements of size at most 
. I give two specific
examples that are used in later sections. Let 
 be a non-negative integer.

Definition 2 An integer � is 
-smooth if each of the prime factors of � is at most 
.

Definition 3 A polynomial ���� � ���� is 
-smooth if all the irreducible factors of ���� have
degree at most 
.

For two integers � and � , � � �, by � mod � I mean the least positive element congruent to �

modulo � . For two polynomials ���� and ����, by ���� mod ���� I mean the unique polynomial
of degree less than the degree of ���� that is congruent to ���� modulo ����.

I denote tuples or vectors with a bold variable, and their corresponding entries are denoted in
italics by the same variable with subscripts, for example, �, with entries � 	� ��� � � �.

1.2 Factoring

There exist efficient probabilistic algorithms for testing primality, however there seem to be no
efficient randomised algorithms for factoring any integer � into its prime factors. It suffices to find
an algorithm for factoring any composite into two non-trivial factors. Factoring is an important
part of many discrete logarithm algorithms that will be discussed later, so I give a brief overview
of the current state of the art. Sometimes we want to factor the number completely, while other
times we just want to find its small factors, or test if its factors are smaller than some value.

Pollard’s rho factoring algorithm has a heuristic expected running time of ��
�

�� modular
multiplications to find a factor � of � . This is good for finding small factors of � , and it only
requires space for ��
� group elements. A rigorously proven deterministic algorithm that will
find the least prime factor of � less than � in time ����
	��� is the Pollard-Strassen method,
described in [Pom82]. This method seems to require ����
	��� space as well. I am not aware of
any rigorous techniques that require the same time but less space.

Pollard’s �� � 
�-algorithm will usually find a prime factor � in ��� ������� ������� mod-
ular multiplications if every factor of � � 
 is at most �. The elliptic curve factoring algo-
rithm is a generalisation of Pollard’s �� � 
�-algorithm with heuristic expected running time
��
�
�
	����������� ��� ���������� for uncovering a factor �. Thus it should factor a general integer

� in time ���
	���������
� ��� ����
�����.

Pomerance [Pom87] rigorously shows that elliptic curve methods can be applied to uncover
the prime factors of � in the set ���� with probability at least 
 � �������� in expected time
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����������������������� where ���� is a certain set of primes less than �. He shows that �����
������ � �����

�
�
����������, that is, most primes less than � lie in ����.

We can efficiently remove all factors of 	 from an integer, and detect and factor prime powers.
Thus we only need to worry about odd integers with more than one distinct prime factor. Given an
odd integer � , with ���� � 
 � 
 distinct prime factors, there are 	� positive integers, � � � ,
with �� � 
 mod � . If we find any non-trivial one, then ����� � 
� �� will be a non-trivial
factor of � . Several algorithms are based on this principle, and these are called random squares
algorithms. Many attempt to find such � using index calculus methods we describe in chapter
3. The quantum computer algorithm given by Shor [Sho94b] is a random square algorithm. The
quadratic sieve factoring algorithm is a random square index calculus algorithm and has a heuristic
expected running time of ���
	����������� ��� �������

���
. The general number field sieve is another

with a heuristic expected running time of � ����
�
���
	���� ��������� ��� ��������� . Pomerance [Pom87]

describes a rigorous algorithm with expected running time � �
�
�
	����������� ��� ���������� .

Lenstra and Pomerance [LP92] devised the currently fastest known rigorously analysed algo-
rithm with an expected running time of of � ���
	����������� ��� �������

���
.

Much of this brief summary was obtained from chapter 3 of [MvV96] where more details and
relevant references can be found.

Note that a discrete logarithm algorithm for subgroups of � �

 would give a randomised al-

gorithm for factoring odd � . This is because a discrete logarithm algorithm would allow us to
compute the order of elements in the group � �


 . This can be used to factor � as is done with
Shor’s quantum computer factoring algorithm [Sho94b], since if we have an element � with even
order 	
, and �� �� �
, we can find a non-trivial factor of � .
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Chapter 2

General Techniques

I describe three techniques for finding logarithms in any cyclic group. The first algorithm does not
require knowing the order of the cyclic group, and in fact McCurley [McC90] points out that it
was developed in order to find the order of elements (see appendix A.6). The second requires the
order of the group as input. The methods of sections 2.1 and 2.2 are called square root techniques,
because their running times are roughly proportional to the square root of the order of the group.
Section 2.3 outlines a method which also requires the order and exploits any known factorisation
of � , using any applicable discrete logarithm algorithm as a subroutine, including the square root
methods. In section 2.4 I describe the applicability of the last method to finite fields.

2.1 Baby Step Giant Step algorithm

For this algorithm we will need an efficiently testable order relation on the elements of �. This is
discussed at the end of the section. Consider comparisons to be group operations. The first step
is to build up a sorted database. Let � be the size of the database; the database will contain �

ordered pairs, each containing an integer from 
 to �, and an element from �. Algorithm 2.1.1
outlines the main steps.

Since 
 � � � � for some integers  and � satisfying � � � � �, � �  � ���, we
know this algorithm will find the answer within ��� iterations of Step 	. For a chosen �, the
precomputation takes ��� ������� group operations. Finding a particular logarithm then costs
��
� ������� group operations. If we want to minimise worst case or expected running time, we
should select � to be roughly

�
� . We could increase the speed of finding individual logarithms

by spending more time on the precomputation. Likewise, we could decrease the memory require-
ments and the precomputation time at the cost of increasing the time spent on finding individual
logarithms.

There are several alternatives for what we compute for the database, and what we search
for. We could, for example, precompute ��
, 	�
 or 	��
 and then search for matches with
	��� ,���� , or ��� respectively. The database we describe does not involve � or 	, and thus
can easily be enlarged to allow for faster postcomputation of logarithms, and applied to find the
logarithm of any element in �.
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Algorithm 2.1.1 Baby-Step Giant-Step Algorithm
1. Select a database size �.

2. Compute and sort the set of ordered pairs � � 	��
� ��� � � �� 
� � � ��� 

. This requires
� group multiplications, by the same element �. To produce the sorted list thus costs
��� ������� moves and comparisons, and ���� multiplications.

3. Precompute ���. Since we just computed up to ����, this costs one multiplication and
one inverse operation. Set  � �.

4. Compute 	���� , and search for it in the database. This costs one multiplication and
��������� comparisons each time.

5. If no match is found, increment  and go to step 4; otherwise go to step 6.

6. When we get a match we know that 	 � �

�� .

With regards to the order on �, if each element has an efficiently computable canonical rep-
resentative with respect to some alphabet, then lexicographic order will suffice. Any efficient
injective mapping � � � � �, where the integers are represented in standard binary notation, will
work. If we count this mapping as a group operation, it does not affect the running time given.
It suffices that the preimage of � for any element is small. If the largest preimage size is !, then
Step 3 will only be slowed down by the cost of testing up to ! possible matches. In practice one
might use a hash function or a hash table, and reduce memory requirements, time spent searching,
or both.

The baby-step giant-step method is described in the solution to exercise 17 on page 575 of
[Knu73]. It is described for the case that � is������, but it applies to any group. Knuth attributes
it to an idea of D. Shanks. Heiman [Hei92] gives a general formulation of this algorithm, which
allows us to target exponents with specific structure. Suppose we know the solution lies in a
subset � of the integers modulo � . Find two sets " and � such that � � " � � modulo � .
By " � � I mean 	� � #�� � "� # � �
. By � � $ modulo � , I mean 	� mod � �� � �

� 	� mod � �� � $ 
. Store a sorted list of the values ���� �� for all � � ". Then search for
	��� with # � � until a match is found. This requires ���"� ��� �"�� group operations for the
first phase, and ����� ��� �"�� group operations for the second phase. The space complexity is
���"�� group elements. Clearly �� � � �"����, so in the best case, this technique can reduce the
method to roughly

��� � group operations. Some examples of restricted sets of exponents are
exponents with bounded or fixed hamming weight, or exponents with some digits fixed in some
base representation. See [Hei92] and [MvV96] for more details.

2.2 Pollard’s method

Pollard [Pol78] presents a method that has about the same running time as the baby-step giant-step
algorithm, but only requires space for ��
� group elements.

Partition � into three sets of roughly the same size, ��� ��, and �
. Recursively define a
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sequence �
� � � �� 
� � � � as follows. Let �	 � 
, and for all � � �, let

�

� �

� ��
 if �
 � ��

��
 if �
 � ��

	�
 if �
 � �


�

Consequently, �
 � ���	�� for an easily computable pair of sequences 	�

 and 	#

 modulo
� . If we do not know � , we could not reduce modulo � , and the space requirements for these
elements would be exponential in �. It suffices to know a small multiple of � . This sequence
will eventually cycle, thus producing a %-shaped sequence. The general outline of the algorithm is
given in Algorithm 2.2.1.

Algorithm 2.2.1 Pollard’s method
1. Let �	 � 
� �	 � #	 � �. Compute the sequence of �-tuples, ��
� �
� #
� ��
� ��
� #�
�,

� � 
� 	� �� � � � until we get �
 � ��
.

2. Compute � � �
 � ��
 mod � and � � #�
 � #
 mod � . Consequently �� � 	�. It thus
follows that �
 � � mod � , where 
 � �����	�.

3. Let & � ������ ��. Solve �
�
 � � mod ��&.

I show in the appendix that the expected value of & � �������� is at most &���, the number
of divisors of � , provided � is selected uniformly at random from the set of integers modulo � .
It is easy to see that &��� � 	

�
� since there is one-to-one correspondence between divisors of

� less than
�
� and those greater than

�
� . In fact, we know that &��� � � 	��� ([HW56], page

262).

So assuming that the expected greatest common divisor of � and � is about the same as
for a randomly selected integer � between 
 and � , the expected time to be able to solve for
the logarithm modulo a divisor of size at least ��	&��� is 	 repetitions of the pseudo-random
walk. At each iteration we randomise by replacing 	 with 	� � for some randomly chosen positive
integer ! � � . Once we have the integer 
� � � 
 � ��&, such that 	 � ��


�� for some
�� � � � � &, we solve for �. We do this by solving for ������	�� modulo & where �� � �
�� and
	� � 	���.

The collision �
 � ��
 will occur precisely when � is a multiple of the length of the cycle
part of the %, and greater than the tail length. This method for finding cycles has been attributed
to Floyd [Pol78, MvV96]. The first � for which �
 � ��
 is called the epact [Pol78]. Pollard
points out that for a true random mapping on ������ the expected value of the epact is close to�

����	�� � 
�����
�
�. His experiments gave a mean value of 
��� for the constant, with some

values as large as �
�
�. In his case, �
 � 	�� 
��
 � � � � 



�
. Assuming that the expected
epact is ��

�
��, and assuming that & � �������� behaves as it would for a random integer �

from 
 to � , the expected running time to solve for the logarithm modulo � is at most ��
�
��

operations.

However, depending on the choice of sets � 
 and of � and 	, the epact could be ����. With
some minor modifications, we get a heuristic probabilistic algorithm. Picking the � 
 randomly is
computationally infeasible. The sets must be defined by some simple rule, since we do not want
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to affect the time or memory requirements of the algorithm to store them explicitly. A pseudo-
random function � � � � 	
� 	� �
 is a possibility. Some pathological partitions we likely want
to avoid are, for example, letting �� be a sequence of consecutive multiples of �, or �
 a sequence
of consecutive multiples of 	. This problem could be overcome by randomising the choice of �

and 	. More importantly �� should not be a sequence of iterated squares. Randomising will not
help this problem, but we could slightly modify the random walk so that � 

� � ��
 if �
 � ��,
for example. Pathological partitions seem unlikely, if for example, using the lexicographic order
on the binary representation of group elements, we let �� be the first third, �� be the second third,
and �
 be the rest. This is what Pollard does in his example with����� �.

Algorithm 2.2.2 describes a way to get a heuristic probabilistic algorithm for finding ��� ��	�

with expected running time ��
�

��. Let " be the set of generators of �. Assume there exists
some constant '� � �, such that for our ”reasonable” choices of �
, there exists a subset of "
�

of size at least '��"����, such that the expected epact for each ��� 	� in that subset is at most
'�
�
� for some constant '�. Another assumption is that for the � in step 2 of Algorithm 2.2.1, the

probability that �������� � � � is at least 
�	 for some positive ( � 
.

Algorithm 2.2.2 Heuristic probabilistic version of Pollard’s method
1. Randomise the input by selecting uniformly at random a positive integer ! � � , coprime

with � and a non-negative integer # � � , replace � with ��, and replace 	 with 	��.

2. Compute a sequence of �-tuples, ��
� �
� #
� ��
� ��
� #�
�, � � 
� 	� �� � � � until we get �
 �

��
 or until � � '�
�
� . If we do not get a match, go back to step 1.

3. Continue with steps 2 and 3 of Pollard’s algorithm, Algorithm 2.2.1.

Given ������	�
�� � 
 mod ��&, we know �����	� � !
 � # mod ��&. We expect to get

a match in ��
��

�
� steps. Since '� and '� are fixed, the expected running time is ��

�
�� for each

collision, and now we can apply the earlier analysis to get a heuristic probabilistic algorithm with
running time ��

�
�� group multiplications.

Pollard also outlines a )-method, which he describes as a method for catching kangaroos. It is
useful when the logarithm is known to lie in a specific interval of an arithmetic sequence. Heuristic
arguments suggest it should usually work in time ��

�
*� where the interval contains * elements,

for most elements. Some randomisation could change it into a heuristic probabilistic algorithm.

2.3 Subgroup technique

Let � � �����
 � � � ��. The integers �
 are not necessarily distinct or prime. Suppose 
 �

�����	�. We know


 � #� � #����� � #
������ � � � � � #�����������
 � � � ��� � #���������� � � ����

for unique integers #
 satisfying � � #
 � �
. Let �
 � �
���. Let

	
 � ������	���	�������
���
������
������
��������������
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Note that
	
�����������

 � ���
��� � ���
 �

This explains step 2 of Algorithm 2.3.1. We have 	� � 	 and for � � 
 we can compute 	
 from
	
�� once we know #
��.

Algorithm 2.3.1 Subgroup technique

1. Set 	� � 	, �� � �
��� , � � 
.

2. Compute #
 � ������	
�����������

 �.

3. If � � +, go to step 4. Otherwise, set 	

� � 	
�
������	�������. Compute �

� � �
���	� .

Increment � and go to step 2.

4. The logarithm is 
 � #��#����#
�������� � ��#�����������
 � � �����#���������� � � ����.

The algorithm we describe here is a generalisation of what is commonly referred to as the
Silver-Pohlig-Hellman algorithm. Pohlig and Hellman [PH78] restrict their description to prime
power factorisations, solve modulo each prime power separately, and then combine the answers
with the Chinese remainder theorem. Pollard [Pol78] briefly but undoubtedly describes the tech-
nique I give here, giving an example with � factored into any two numbers. According to Pollard
[Pol78], the idea of using the factorisation of the group order is due to Silver. Pohlig and Hellman
write that this idea was discovered independently by Silver, and later by Schroeppel and H. Block.

Pohlig, Hellman [PH78], and Pollard [Pol78] describe the idea of solving the logarithm mod-
ulo factors of � using techniques that take time proportional to the square root of the factors.
These algorithms were described for ������ where � is a prime, but the techniques apply to
any cyclic group. Thiong Ly [Thi93] gives a ”serial version” of the Pohlig-Hellman algorithm,
which is essentially what I presented here. Both [Thi93] and [PH78] specify using the baby-step
giant-step algorithm and a prime factorisation.

One possible advantage of the Pohlig-Hellman description of this algorithm is that it is easily
distributed to several processors, and the answer can be combined as the various partial results
are computed. More generally, let � �

��

�� �
, where the �
 are pairwise coprime. Then using

Algorithm 2.3.1 with any factorisation of � 
, solve for ,
 � �������� �	

����, for � � 
� 	� � � �!,

on ! different processors.

If we use the baby-step giant-step algorithm as a subroutine, Algorithm 2.3.1 is deterministic
with running time ��+ �������

��

�	 �����
�

�
�
� group operations and requires �����	��

�

group elements of space. If we use Pollard’s algorithm as a subroutine, we get a heuristic expected
running time of ��+ ������ �

��

�	

�
�
� group operations and a ��
� space space requirement.

I made the following observation in the case of finite fields [Mos95] and state it here for a
general group.

Observation 1 The discrete logarithm problem in a cyclic group of order � can be reduced to the
discrete logarithm problem in a collection of subgroups with the property that each prime factor
of � divides the order of at least one of the subgroups.
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If we do not have a factorisation of � into primes, we could replace the word prime with
effectively irreducible. I refer to methods of this sort as subgroup techniques.

2.4 Subgroup techniques applied to finite fields

It was mentioned in [Odl85] that fields with large subfields should be avoided for use in cryptogra-
phy because the added structure might be exploitable by an adversary. Cited as an example is that
the field ������ is about as safe as ����� if � � 
 is smooth, and thus one would be better off
using ���
� for some prime 
 of size roughly ��. I describe here how this is so, and generalise
to any field with non-trivial subfields. The reason boils down to Observation 1. Note that if the
bottleneck subgroup of ���
�� is a subgroup of the multiplicative group of a subfield of ���
�,
we only need to implement index calculus techniques in the subfield. This explains why �- �� ��

is about secure as �- ��� if � � 
 is smooth.

The index calculus techniques which I describe in Chapter 3, are usually much faster than
the square root techniques unless the order of the field is smooth. But for fields ���� �� with
subfields, it may be possible, though unlikely as � � �, that the only large prime factors of
��� 
 are actually factors of ��� 
 for some � � �� � � � . In this case, we could apply the index
calculus methods on some of the subfields, and find the logarithm modulo the remaining factors
of �� � 
 by square root methods.

For example, for the field ���	����, we notice that

	����
 � ������
		������������	
�������������	��
�����	���

��	
��
��	����,

	�
 � 
 � � � ����
		����������� � 	
��������,

	�� � 
 � � � 	
�������� � �
��	����,

	
� � 
 � 	
��������,

	� � 
 � �� � �,

	
 � 
 � �,

and 	� � 
 � �.

The bottleneck in using the square root methods would be finding the logarithm modulo
����
		����������� which would require approximately 
�� field operations. We observe
that the only factors which do not appear in the order of a proper subfield are �	��
���� and
	���

��	
. The logarithm can be solved modulo these factors using square root methods in
roughly 
�� field operations. We can solve modulo �
��	���� by square root methods or by
implementing index calculus methods in ���	���. We can solve modulo 	
�������� by square
root methods or by index calculus methods in ���	 
��, or we could do more linear algebra work
with the ���	��� database, but it should be faster to work in ���	 
��. We can solve modulo �

and �� using the subgroup methods with any algorithm as a subroutine. Lastly, to solve modulo
����
		�����������, we could apply Coppersmith’s index calculus technique in the subfield
���	�
�, which my calculations suggest is possible with less than 
� � smoothness tests and a
factor base of size roughly 
�
.
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If, on the other hand, we just apply Coppersmith’s technique in ���	 ����, my calculations
suggest that it will require roughly 
� � smoothness tests before we find enough equations for our
database of size roughly 
��.

I now characterise precisely what number we can solve modulo, by solving the logarithm in
proper subfields. The idea is then to decide if it is worthwhile to solve the logarithm with square
root methods or index calculus techniques for the various factors of � � � � � 
. We can solve
the logarithm modulo �� � 
 for any � dividing � and less than �, by only working in �- �� ��.
Consider the polynomial �� � 
. We know that �� � 
 �

��

���� � .
� for some primitive �th

root of unity, .. The �th cyclotomic polynomial is

����� �
�

�
������	�
��
��� .
��

For ���, we have

�� � 
 �
����

�	

��� .
��
� ��

So �� � 
 divides ��� � 
������� for all positive � � �, ���. In fact,

lcm���������� � 
� � ��� � 
��������

Thus any prime factor of ���� 
������� must divide ��� 
 for some proper divisor, �, of �. We
can solve for the logarithm modulo those primes by only working in proper subfields of ���
�.

Definition 4 Let "��� �� be the largest factor of ����� which is coprime to ��� � 
�������.

Observation 2 Solving for logarithms in ���
� � � ��� can be reduced to finding logarithms in
its cyclic subgroup of order "��� �� and in the multiplicative groups of its subfields.

To solve logarithms in ��
��������, we could implement index calculus methods, but only do
the linear algebra modulo the known factors of "��� ��, or we could apply square root methods in
its known subgroups.

I made these observations during my research at the University of Waterloo in the summer of

���.
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Chapter 3

Index Calculus Techniques

The techniques of Chapter 2 do not exploit any additional structure that might exist in the finite
group. Index Calculus methods can be advantageous when we have relatively fast methods for
representing group elements as products of elements from a small subset of the group. In the first
section, I describe the index calculus technique in general. In the second section, I discuss the lin-
ear algebra phase of the algorithm. In the third section, I give details of a rigorous implementation
for fields of the form ������, represented as polynomials over ����� modulo an irreducible of
degree �. Such fields with characteristic 	 are used in the applications mentioned in [CW94] and
[LB92]. Some cryptosystems use these fields because ���	� and its extensions are very conve-
nient to work with on binary computers. I also describe modifications to the rigorous method that
makes it more practical for implementation in large fields, and suggest some other techniques as
well. The subsequent sections overview other implementations of index calculus methods for the
discrete logarithm problem in finite fields.

We can easily identify an �-tuple over a ring / with either an �
 
 or a 

 � matrix over /.
I do this implicitly throughout this chapter.

Detailed surveys of discrete logarithm methods for finite fields include [Odl85], [McC90],
[Odl94], and [SWD96].

3.1 Basic Method

The first task is to identify a subset � of the group � which will be used as a factor base. Once
this set has been picked, the algorithm has three phases which are described in Algorithm 3.1.1.
Let � be the order of the group. This algorithm succeeds with probability at least 
�	 on every
input, and thus can be repeated to yield a probabilistic algorithm.

The larger we select the factor base �, the easier it is to obtain these relations, however we
will consequently need more of them for Phase 3 to work with probability � 
�	. We must
balance these two effects when selecting �. Note that this method does not use the fact that � is a
generator. Full rank is not necessary. We are only interested in the tuple for 	 lying in the column
span. Suppose the tuples generated in Phase 1 and in Phase 3 are all generated independently at
random with the identical distribution. By ���� we denote the number of prime divisors of � ,
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Algorithm 3.1.1 Basic INDEX CALCULUS algorithm
Phase 1: Equation Generation
Search for multiplicative relations between elements of � and �. These provide linear rela-
tions modulo � between the logarithms of elements of � � 	0 

. For example, if we find that
0��� 0��� 0��
 � 0�
� 0��� �� , then it follows that

�� �����0�� � �� �����0�� � �
 �����0
� � �� �����0�� � �� �����0�� � ��

Let 
 � ���. From the  th relation, extract a 
-tuple ������ ����� � � ������ and a coefficient ��
satisfying

��

�� 0

�	
�

 � ��	 .

Create a matrix " whose columns are the 
-tuples of integers � �, also referred to as the database
of relations.
Let � be the 
-tuple with �
 � ���� 0
, which therefore satisfies �" � � mod � .
Find enough relations so that the 
-tuple we find in Phase 2 has probability at least 
�	 of lying in
the space spanned by the columns of the database.

Phase 2: Represent 	 as a tuple
Represent a given element 	 as a product of integer powers of elements of � and �. Given
	 � ��

�
0��
 it follows that �����	� �

�
#
 �����0
� � 
 � �� � ��
� mod � .

Phase 3: Represent � as a Linear Combination of Database Relations
It may not be possible to solve �" � � for � uniquely, but this is not necessary if we only want
� � �.
Solve the system "� � �. Given a solution �, it follows that � � � � ��"�� � ��"�� � � � ��
Since we know �, we can find � � �, which gives us the answer we seek.
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counted with multiplicity. Lovorn-Bender and Pomerance [BP96] show that if we have 	�������
relations from Phase 1, then the probability that a new 
-tuple (namely �) lies in the span of the
existing ones is greater than 
�	. This result was modelled after a result in [Lov92]. Hellman
and Reyneri [HR83] have a similar result using the Chebyshev inequality (see appendix for a
correction).

I have not yet said anything about how to obtain these relations. Schnorr [Sch93], for exam-
ple, in the case of �����, where � is prime, suggests a method using Diophantine approximation
which reduces to finding low-weight elements of a lattice. He solves the logarithm problem mod-
ulo a prime of size roughly 	�	. The lattice basis reduction problem to which he reduces the DLP
for a prime of size roughly 	��� seems to be intractable with currently known lattice basis reduc-
tion algorithms. It is not clear to me how to select parameters optimally, or how this technique
compares to other algorithms.

A common thread between what are called Index Calculus algorithms is the idea of a factor
base, between whose elements we find multiplicative relations. We then perform linear algebra
operations on the tuples corresponding to the exponents of the factor base elements in these mul-
tiplicative relations and derive useful information.

Such use of a factor base seems to date back to the work of Kraitchik (see [Pom85]). The
application to computing logarithms is attributed to A. E. Western by J. C. P. Miller in [Mil75], and
is described in [WM68]. Its application to factoring is described in [Mil75]. In [Pol78], Pollard
notes the use of the techniques in [WM68] by Miller for factoring in [Mil75], and describes how
they would be used for computing discrete logarithms in�����. Odlyzko [Odl85] and McCurley
[McC90] note that this algorithm was also rediscovered by Adleman and Merkle.

3.2 Linear Algebra

Gaussian elimination, with some minor modifications if � is not prime (see [Lov92] or [McC90]
for example), solves Phase 3 in ��1 
� operations in the integers modulo � where 1 is the larger
dimension of the system. These linear systems are usually sparse, that is, most coefficients are 0.
In the discrete logarithm algorithms I describe, the total number of non-zero entries is 1 �
	���.
If the entries are elements of a finite field, other methods, both heuristic and rigorous, are known
which require expected time 1 �
	���, as 1 � � [Wie86, KS91, LO91b]. When we try to
implement algorithms with running times of 1 �
	���, the problems associated with singular or
non-square systems, and with working modulo composites become less trivial to overcome, at
least rigorously.

We can reduce the matrix solution step to solving the system modulo each prime power factor
of � , or any set of relatively prime factors of � , and then applying the Chinese Remainder
Theorem. However, we might not have the factorisation of � , and it would be nice not to make
this step depend on factoring � completely. I follow the suggestion in [COS86], [Pom87] and later
in [Gor93], where we have to solve a system modulo � without knowing the prime factorisation
of � . We can efficiently test to see if � is a perfect power. By perfect power I mean �� for
some integers �� � � 
. We can then apply Hensel lifting (see appendix A.2 ) if the system is
non-singular modulo �. For the case that � is not a perfect power, the idea is to proceed modulo
� as if � was prime, using the Extended Euclidean Algorithm to compute inverses whenever
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necessary. The claim is that this procedure will either produce a solution modulo � , or will stop
because an inverse could not be computed. The latter case gives us a non-trivial factor of � , and
we can continue modulo the new factors now known. The same idea can be applied with Gaussian
elimination in the case of composite � , and it is likely that this can be done with other sparse
matrix techniques.

For any such technique, it needs to be checked that with some expected running time, the
technique will either succeed in solving the system, or fail but uncover a factor of � . It is con-
ceivable that some algorithms might run much longer modulo composites, or might not uncover
factors when they fail. We still need to deal with the case of singular systems. As I mention in
section 3.2.1, I am not yet convinced that we have a rigorous method with running time 1 �
	���

for solving a system (with larger dimension equal to 1 ) modulo � �� � � 
 if it does not have full
rank considered modulo � for each prime, �, dividing �. In section 3.2.2 I note that this is not a
problem for the index calculus algorithm I describe. The reason is that we can solve modulo a
factor of � which has each distinct prime factor of � as a divisor.

3.2.1 Wiedemann’s algorithm

I now discuss Wiedemann’s techniques [Wie86] for solving sparse systems. These techniques
only make use of the fact that multiplying an 1 
1 matrix by an 1 
 
 matrix can be done in
fewer than ��1�� coefficient operations in the case of sparse matrices. Other matrices, such as
Toeplitz matrices, also have fast algorithms for multiplication (see appendix A.5).

Sparse matrices will be represented as a list of elements and their co-ordinates, so a sparse
matrix with only � entries only requires space for � coefficients and coordinates. For our purposes,
we will assume that � � 1 �
	���, and thus the matrix multiplications can be done in 1 �
	���

coefficient operations. For example, to compute � � "	, initialise � to 
, and then go through
the list of coefficients. For each ���  � '�, with ' being a coefficient with coordinates � and  , add
'�� to the �th entry of �.

The entire algorithm has an expected running time of 1 �
	��� coefficient operations if the
coefficient ring is a field. By the Chinese Remainder Theorem it suffices to solve a system modulo
a set of relatively prime factors of � . However, we might not know the factorisation of � . Since
we have algorithms, rigorous ones as well as heuristic and practical ones, for finding all the prime
factors of � less than 1 �
	��� in time 1 �
	���, we could assume that � is either a prime power,
or composite with more than one distinct prime factor, each of size at least 1 �
	���. To preserve
rigour and the 1 �
	��� space requirement, we assume that � is either a prime power, or composite
with more than one prime factor, each of size at least �1 �.

When we refer to the product of two sparse matrices, we do not actually multiply them to-
gether, since the product might no longer be sparse. We store both matrices in sparse format, and
to compute "�	 we use the associativity of matrix multiplication and compute "��	�.

I describe Wiedemann’s algorithm 1, which is a probabilistic algorithm for solving "	 � �

over a field. He also gives deterministic algorithm 2. His algorithm seeks a minimal polynomial,
����, of "� where "� is the linear transformation induced by " on the subspace spanned by
	�� "�� "�� � � �
.
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Let � be a finite field. A sequence of elements !	� !�� � � � from a vector space over � is said to
obey a linear recurrence of length � if there exist ' 	� '�� � � � '��� � - , '� � 
, with the property
that '	!� � '�!�
� � � � � � '�!�
� � �, for all  � �. The minimal polynomial of a linearly
recurrent sequence of elements is the monic polynomial

�
'
�


 of minimum degree such that
'	!� � '�!�
� � � � �� '�!�
� � �, for all  � �. Note that ����, the minimal polynomial of "� ,
is also the minimal polynomial of �� "�� "��� � � �.

Working over a field, Wiedemann makes clever use of the fact that the minimal polynomial
for "� is a multiple of the minimal polynomial of the sequence � � �� �"�� �" ��� � � �, where � is
any randomly chosen row tuple. The Berlekamp-Massey algorithm, well-known in coding theory,
will recover the minimal polynomial of a sequence of degree � 
 in ��
 �� field operations given
the first 	
 terms of the sequence. I break up the analysis into several cases.

Non-singular, square, modulo �

With Algorithm 3.2.1, we address the case of " an 1 
1 matrix, non-singular modulo the
prime �, and of solving "	� � modulo �.

Algorithm 3.2.1 Wiedemann’s probabilistic algorithm 1
1. Set �� � �, � � 
.

2. Select a random 
 
1 matrix �, and use the Berlekamp-Massey algorithm to recover the
minimal polynomial, �
���, of the sequence � � ��� �"��� �"���� � � �.

3. Apply �
�"� to �� to produce ��
� � �
�"��.

4. If ��
� � �, stop. Otherwise, increment � and go to step 2.

Note that the minimal polynomial of � � is �����
�
��
 ����� and ���� �

�
�
���. The

expected number of repetitions with random choices of � is ��
� [Wie86, KS91]. If " is non-
singular then so is "� and the constant term of its minimal polynomial will be invertible. We
can thus solve for 	 by noting that if ' 	� � '�"� � '�"

�� � � � � � '�"
�� � 
, then 	 �

'��	 �'��� '�"�� � � � � '�"
������ satisfies "	 � ��

Algorithm 3.2.2 follows the description of the Berlekamp-Massey algorithm in [LN86]. Given
a sequence 0	� 0�� � � �0����, with minimal polynomial of degree 
, let ���� �

�����

�	 0
�


. The
algorithm involves recursively computing two polynomials, 2 
��� and 3
���. After the 	
 steps,
the minimal polynomial is derived from the reciprocal of 2�����. A proof that this polynomial is
actually the minimal polynomial can be found in [LN86].

These methods will work to solve a non-singular system modulo a prime.

Non-singular, square, modulo ��, � � 


If the system is non-singular modulo �, we can find a solution modulo �, then lift it to a
solution modulo ��, by a procedure that is referred to as Hensel lifting (see appendix A.2). We
thus reduce this case to the following situation.

Non-singular, square, modulo � , � not a perfect power

Let � �
�

�
�	
� be the prime power factorisation of � , � not a perfect power. To solve the

system modulo � it suffices to solve it modulo �
�	
� for each �� and apply the Chinese Remainder
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Algorithm 3.2.2 Berlekamp-Massey Algorithm
1. Initialise 2	��� � 
� 3	��� � �, and �	 � �.

2. Let #
 be the coefficient of �
 in 2
�������. (Note that this corresponds to
���
��	 2
��0
�� ,

where 2
��� �
���
��	 2
���


� &
 � �.)

3. We then recursively compute, for � from 
 to 	
� 
:

4. 2

���� � 2
���� #
3
���, and

3

� �
� #��
 �2
��� if #
 �� � and �
 � ��

or �3
��� otherwise �

4

� �
� �4
 if #
 �� � and 4
 � ��

or 4
 � 
 otherwise.

5. Set ! � �
 � �
� � ���

� �.
6. The minimal polynomial of the sequence is ��2���
���.

Theorem. However, we might not have the full factorisation of � . I claim that if we follow the
above algorithm modulo � , either nothing will go wrong and we find a solution modulo � in the
	
 steps, or we will uncover a non-trivial factor of � .

If we run the Berlekamp-Massey algorithm on a sequence of integers modulo � , one of two
things will happen. Either ����# 
� �� � 
 or � , for all �, in which case every step is carried out
just as it would had we been working modulo � � for each prime factor �� of � . That means none
of the 4
 change, the sequence of updates for 3
��� do not change, and ! remains the same. In this
case, we will eventually obtain a polynomial which, considered modulo � � is the minimal poly-
nomial of the sequence considered modulo �� . Suppose that after � iterations of the Berlekamp-
Massey algorithm we obtain the minimal polynomial of the sequence modulo � � . Then ��
� � 


mod �� . If we continued, for any choice of ', the subsequent # 
 values in the Berlekamp-Massey
algorithm would all be � mod �� and thus by the assumption that ����# 
� �� � 
 or � , we have
that #
 � � mod � . This means we must have ��
� � 
 mod � . We can now solve "	 � �.

The other possibility is that during one of the runs through the Berlekamp-Massey algorithm
����#
� �� is neither 
 nor � for some �. We can then obtain a non-trivial factorisation of � into
coprime factors, and we can continue with the Berlekamp-Massey algorithm and Wiedemann’s
algorithm modulo these new factors. We can efficiently test to see if any of these factors are
perfect powers.

Non-square or singular, modulo �

If " is non-square or singular, these techniques will find linear dependencies between rows
and columns, and thus we can use these methods to reduce a non-square singular matrix to a square
non-singular one [Lov92]. However, if the number of rows and columns that must be eliminated
is not 1 	���, this will not yield a probabilistic 1 �
	��� algorithm. In particular, if the number
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of rows and columns to be removed is 1 �
	���, as will be the case with the rigorous versions of
the index calculus method we present, this is comparable to Gaussian elimination, and inferior to
other known non-sparse matrix techniques.

Wiedemann describes several probabilistic methods that will reduce this problem to one of
solving a square non-singular system, which can then be done in time 1 �
	��� field operations.
These reductions require 1 	��� field operations.

I describe the method that will work even in the worst case, which is when " does not have full
rank. Suppose the rank of " is !, and suppose there does exist a solution to "	 � �. Wiedemann’s
method is to select sparse matrices 5 and 6 such that 5"6 is an ! 
 ! non-singular matrix.
We solve 5"6� � 5� modulo � for the unique solution. Let 	 � 6�. We then know that
5 �"	 � �� � 
. It might not be clear why "	 � � equals 
 and not any other element of the
kernel of 5 . The reason is that "6 has the same column span as ", thus "	 � � has a solution
if and only if "6� � � has a solution. We assumed that the former had a solution, thus we know
that that latter does. This solution must be the solution that we find to 5"6� � 5� modulo �

since 5"6 is non-singular. Wiedemann presents a probabilistic algorithm for finding such sparse
matrices 5 and 6.

Kaltofen and Saunders [KS91] describe a technique in which 5 and 6 are upper and lower tri-
angular unit Toeplitz matrices (see appendix A.5) whose entries are selected uniformly at random
from the coefficient field. Note that Toeplitz matrices are not sparse, but the important point is that
multiplying by them can be done in time 1 �
	��� where 1 is the dimension of the matrix. This
is done by Fast Fourier Transform methods for polynomials. The first ! leading principal minors
of 5"6 will be non-zero with probability


 � !�! � 
�

�
�

where ! is the rank, and we select entries for our Toeplitz matrix uniformly at random from the
integers modulo �. The original system can now be solved by working with the leading ! 
 !

submatrix of 5"6. Both these techniques require knowing the rank of ". Wiedemann describes
a binary search method for finding the rank, and refers to [RMK
80] for methods of coping with
errors in binary searches. I have not analysed this method. Kaltofen and Saunders [KS91] describe
a method involving multiplication by a random diagonal matrix, X, and finding the minimal poly-
nomial. The rank of " modulo � will be ����� ��mod p��
 with probability at least 
� ������

�� .

By ���mod� I mean the minimal polynomial modulo � of "� mod �. For both of these algo-
rithms to work, it is required that the size of the coefficient field is large. If � is not big enough,
Kaltofen and Saunders [KS91] and Wiedemann [Wie86] suggest embedding the coefficients in a
field extension.

Non-square, linearly independent columns modulo �, modulo ��

In this case, we can apply the same techniques as above, except we do not need to find the
rank and we can take 6 to be the identity matrix. Again, we assume that "	 � � has a solution.
We solve 5"	 � 5� mod �� by Hensel lifting. Since we can only get one such solution for a
square non-singular 5", this must be the solution to "	 � � if it exists.

Non-square, linearly independent columns modulo �, modulo ��, � � �

Here we assume � is composite with at least two distinct prime factors, and each of its prime
factors is greater than �1 �. In this case, we can apply the same techniques as above, without
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finding the rank and we can take 6 to be the identity matrix. We assume that "	 � � has a
solution. We know that 5" will be non-singular modulo � for some prime, �, dividing �, with
probability at least 
�1�1 � 
��� � 
�	. Assume 5" is non-singular modulo �, and attempt
to solve 5"	 � 5� modulo � by Hensel lifting. With probability at least 
�	 there will be a
solution modulo ��, and when we apply Wiedemann’s algorithm modulo �, we will either get a
solution modulo �� or a non-trivial factorisation of �. If we do get a solution modulo � �, it must
be the solution to "	 � � since we can only get one such solution for a square non-singular 5".

Non-square, rows linearly independent modulo �, modulo ��

Again, we can apply the same techniques as above, take 5 to be the identity matrix, and
assume "6 is non-singular modulo �. We solve "6� � � mod �� by Hensel lifting. We will
be able to find a solution since "6 has full span modulo �, and 	 � 6� mod � � will give us the
answer we seek.

Non-square, rows linearly independent modulo �, modulo ��, � � �

As in the case with linearly independent columns, with probability at least 
�	 there will be
a solution modulo �� for some prime factor, �, of �, and while applying Wiedemann’s algorithm
we will either find a solution modulo ��, or a non-trivial factorisation of �.

Not full rank, modulo ��

We have a problem if we apply the method described in the previous paragraphs since we are
no longer guaranteed that 	 � 6� must be a solution to "	 � �.

In the case of solving modulo a prime � we argued that "6 had the same column span as ",
and thus "	 � � has a solution if and only if "6� � � has a solution. But now "6 would
have the same column span as " only modulo �. The span modulo �� might be diminished. We
still have that "	 � � has a solution if "6� � � has a solution, but it was the only if part that
we needed to conclude that the solution we find to 5"6� � 5� actually gave us a solution to
"6� � �.

For example, consider modulo ��� � � 
,

" �

�

 


� �

�

� �
	 


�



�

Here, " has rank 
 modulo �. Suppose

5 � � 
 
 �

and

6 �

�






�
�

Let � � ��� be the solution we obtain by solving 5"6� � 5�. We then get

	 � 6� �
	 �

�



�
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Consequently,

"	 �
	 	�

��




which cannot be congruent to �, since this would require that � � 
 mod �, which produces the
contradiction 	 � 
 mod �. The solution we get is correct if we consider the system modulo �,
but it is not one of the solutions that lift to a solution modulo � �.

I am currently looking at ways of overcoming this problem, although I have managed to show
(section 3.2.2) that it is not necessary for the purposes of finding discrete logarithms. I suspect
there is a solution involving the Reeds and Sloane [RS85] version of the Berlekamp-Massey algo-
rithm modulo prime powers, but I still have to work through the details.

Not full rank, modulo � , � not a perfect power

We can apply Kaltofen and Saunder’s rank-finding algorithm. The method is to multiply "

by a random diagonal matrix, and find the minimal polynomial. By random we mean that the
entries were picked independently and uniformly at random from the integers modulo �. In the
case of composite � , we pick the entries independently and uniformly at random from the integers
modulo � . Note that modulo �
, for �
�� , this also corresponds to picking uniformly at random
from the integers modulo �
. By the Chinese remainder theorem, we know that this corresponds
to picking them uniformly at random for all the � 
 independently. The rank of " modulo � 
 will
be �������mod�
�� 
 with probability at least 
 � ������

���
which is at least ��� in our case.

We thus assume that we have the correct rank for at least one of the primes, say ��. Proceed
as in the non-square or singular modulo � case, and select random upper and lower triangular
Toeplitz matrices 5 and 6 (selecting random entries mod � ) such that the leading !
! submatrix
is non-singular modulo �� with probability at least 
 � ���
��

��
. When we try to solve the system

corresponding to the leading !
! submatrix modulo � , by an analysis similar to the non-singular
modulo N case, we will either get a solution modulo � or uncover a non-trivial factor of � .

The above techniques apply to any linear system in the integers modulo � , with maximum
dimension 1 . With an expected ����1 �
	��� operations with the integers modulo � or modulo
factors of � , the techniques will produce a solution modulo a collection of factors of � whose
product contains each distinct prime factor of � as a factor. I am working on a rigorous technique
to solve the system modulo the perfect powers.

3.2.2 Linear Algebra Issues for Index Calculus

Assume that we have the database produced by Phase 1. With an expected 1 �
	��� operations as
1 � �, we can find the factors of � less than 1 �
	��� and solve for the logarithms modulo
those factors using the subgroup techniques and square root algorithms of chapter 2. This will
be a faster method of finding logarithms for factors much less than 1 �
	���. If we want rigour,
however, and we want to maintain a 1 �
	��� space requirement, we could use the baby-step
giant-step algorithm and solve for the logarithms modulo factors of size up to 1 �
	���.

In the previous section I did not claim to have an algorithm which solved a linear system with
maximum dimension 1 in time 1 �
	��� when working modulo a perfect power, �� if the system
did not have full rank modulo �.
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However, I make the following observation. It is not necessary, for the rigorous index calculus
algorithm I describe (section 3.3.1), to solve the linear system modulo � �.

It suffices to find a solution to the linear system modulo �, even if it does not lift to a full
solution modulo ��. In fact, it is not necessary for it to even have a solution modulo � �. The
solution modulo � will give us the logarithm modulo �. We can then lift this solution for the
logarithm to a solution modulo ��. This is similar to the subgroup technique of section 2.3.
Algorithm 3.2.3 is an example with � � 	. Generalising this technique will give an algorithm for
lifting our solution for the logarithm to a solution modulo � �.

Algorithm 3.2.3 Solving modulo ��

1. Find a tuple for 	, say �.

2. Solve the system "	 � � modulo �. This gives an integer 
	, such that 	 � ���
��� for
some integer 
�.

3. Compute 	� � �	�����
�� � ��� .

4. Find a new tuple for 	 �, say ��.

5. Solve the system "	 � �� modulo �. From this solution we find the integer 
 �.

Another option for the rigorous analyses, is what Pomerance does in [Pom87], which is to
guarantee full row rank with a high probability. In that case, we can solve linear systems modulo
perfect powers in expected time 1 �
	���.

If we assume that the system will have full row rank, there is an alternate formulation of index
calculus Algorithm 3.1.1. Many descriptions [BFHMV84, Cop84, Odl85] of the index calculus
method describe the last two phases slightly differently. Phase 2 becomes the solution of the
system for �. Then Phase 3 entails finding � and computing � � � to find the logarithm. An
advantage of this modified method is that once the first two phases are completed, finding the
logarithm of any new element only requires finding a new relation, which in practice is usually
much faster than the other two phases. Also, we no longer require the relation database. With the
algorithm described in section 3.3, the linear algebra must be repeated each time. For applications
where the postcomputation of logarithms is most important, we can apply Phase 3 to solve for
the logarithms of the database elements, and thus produce the tuple �, which is a database of
logarithms for factor base elements. We can also use the database of logarithms to find logarithms
for a larger factor base, that is, the factor base can be used to enlarge itself.

3.3 Polynomial ring techniques

Lovorn-Bender and Pomerance [BP96] describe rigorous discrete logarithm computations in finite
fields ���
�, where 
 � ��, represented as polynomials modulo an irreducible of degree �. I
make some minor modifications in light of the potential problem with incomplete rank and perfect
powers. Algorithm 3.3.1 is a subroutine which, given an integer � dividing the order of the field,
will with probability at least 
�	 return a solution modulo a factor of � which is divisible by each
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distinct prime factor of � , and perhaps modulo higher powers of primes dividing � . Thus by
the techniques of section 3.2.1 and using Algorithm 3.2.3 if necessary, we can solve the logarithm
modulo 6 �

�
���
 , where 6�
 � 
, after at most ���	�

 successful applications of Algorithm

3.3.1 with various factors of 6 and elements 	 �.

One fact used in [BP96] is that the logarithm of elements in����� are multiples of ���
��� , and

thus we can ignore scalars if we do our linear algebra modulo ���
��� . We can easily lift our solution

to the solution modulo 
 � 
 by solving a logarithm in�����.

In fact, as noted in section 2.4, we could solve the logarithm modulo a certain factor of � ����

and reduce the logarithm problem to find logarithms in subfields of �- �� ��.

Let ���� and 	��� be representatives of � and 	.

Algorithm 3.3.1 Rigorous Index Calculus Algorithm for ���������������

Step 0
Let � be the set of monic irreducibles (not including 1) of degree at most � for some smoothness
bound, �. The choice of � depends on the size of � with respect to �. This is discussed later.
Step 1
To find relationships between the residues mod ����, select uniformly at random an integer � � �
	
� 	� �� � � �	� � 

, and compute �����	 mod ����. This gives an element of ���
�� with
uniform probability distribution. If this residue is �-smooth, we get a linear relation. If we wish
to solve modulo � , repeat this until we get 	������� relations, yielding a ���
	������� system
", and ���-tuple�. If we do not know ����, we can use an upper bound for it, like ��� ���� where
we know � has no prime factor less than !.
Step 2
To find a relation for 	���, select uniformly at random an integer # � 	
� 	� �� � � �	� � 

, and
compute 	�������� mod ����. This also gives an element of ���
�� with uniform probability
distribution, which is the same distribution as in Step 1, as required for the rigorous analysis to
work . Repeat this step until the result is �-smooth. Let the tuple corresponding to 	��� be � and
the corresponding exponent of ���� be #.
Step 3
Try to solve "� � � modulo � . By the analysis described in section 3.1 this will have a solution
with probability at least 
�	. If it does, then �����	� � � � ��# mod � . We will be able to solve
this modulo a factor of � containing each of the prime factors of � .

Definition 5 Let 5������ denote the probability that a monic polynomial over ���
� of degree
exactly � chosen uniformly at random is �-smooth.

Note that 5������ is a lower bound for the probability of a monic polynomial over ���
�

of degree at most � chosen uniformly at random being �-smooth. The actual probability is
���

��	���
��

�	 



5������. In practice, especially for small 
, we should account for this difference
when choosing the optimal �. In many of the heuristic algorithms, we often choose elements of
size at most � with non-uniform probability distribution, with the assumption that the probability
that the elements are �-smooth is still roughly 5 ������.

The expected time spent on Step 1 and 2 is at most �	�������� 
��5��� � 
� ��� and the
running time of Step 3 is ����������
	���. We wish to minimise the sum of the running times.
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Definition 6 Let ������� be the number of monic �-smooth polynomials of degree exactly �

over���
�.

Theorem 	�
 of [BP96] which follows from Theorem 
�� of [Sou93] gives us

Theorem 1 Let 4 � �
� and assume 
 � � � �. Uniformly for all prime powers 
 � �� ������ ��

�
� ,

we have ������� � 
��4��
	����� as � �� and 4 ��.

With smoothness bound � the expected running time as 
 �� is bounded above by

����
��
	�����

5���� 
� ��
� �����
�����
	�����

Let ! � � ������� ������. When ! � �, Lovorn-Bender and Pomerance select � �

�

�
� ��� ������
� ������ �, which by Theorem 1 yields an expected running time of � �

�
�
	����������� ��� ����������

for the equation generation and linear algebra phases. Phase 2 only takes an expected time of

��
�

���
	����������� ��� ���������� .

Theorem 	�	 of [BP96] states

Theorem 2 Let 4 � �
� . For all prime powers 
 and all positive integers � and � with � � �

�
� ,

we have ������� � ��

�
 .

When ! is bounded from above , they use Theorem 2 and choose � to be the positive integer
satisfying �� � � � ! � �� � �. If ! � 
�	, the expected running time is bounded by
���
	����������� ��� �������

���
. If ! is less than 
�	 then we can only choose � � 
, and this restriction

makes the running time estimate larger. If ! � 
�	 and bounded away from �, the expected

running time is bounded by � �
�

���
	����������� ��� ���������� . Lastly, if ! � 7�
�, the total running
time is ���
	���� ��������.

All of these running times are 
 	��� provided � ��.

Factoring in the fact that this algorithm has to be repeated an expected �����	� 

� times
does not affect these running time estimates. We are still left with the task of solving a logarithm
modulo �, which can be done with the rigorous algorithm due to Pomerance [Pom87] in time
��
�
�
	����������� ��� ���������� and thus does not affect the running time estimates.

3.3.1 Practical Improvements

Fewer relations

In practice, people [BFHMV84, LO91b, Cop84, SWD96] seem to use only a few more relations
than there are elements in the database Rigorous analysis of these more practical methods seems
difficult. If the tuples generated for the database were selected uniformly at random from all
possible tuples, it would be easy to prove that we had a high probability of finding a spanning set
of relations. This is not the case, however. Our tuples are very sparse, which is important if we
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want to do the linear algebra in time 1 �
	���. Also, there are usually some coordinates with a
relatively smaller probability of having a non-zero coefficient. Odlyzko [Odl85] shows that in the
Coppersmith implementation, which we describe later, if only 	��� relations are generated, many
of the rows in the matrix " will be all zero. In practice this is not a problem since we simply omit
the variables that are never used. It is much more likely that the system has full row rank in this
case. I still suspect, however, that some of the lighter rows, corresponding to factor base elements
that are less likely to occur, might have a significant chance of being dependent upon each other.
Suppose the rows are tuples selected at random from the module of tuples by randomly placing a
non-zero coefficient in a coordinate with some non-zero probability, and otherwise setting it to �.
If the probability of each coordinate being non-zero is sufficiently low, we can expect many zero
rows. We can efficiently remove these. But if we also expect roughly

�
� or more rows with only

one non-zero coefficient, then there is a good chance that some of them will be dependent.

In [Odl85] and [LO91b] Odlyzko and LaMacchia recommend performing some structured
or intelligent Gaussian elimination before applying the sparse matrix techniques. These tech-
niques quickly reduce the dimensions of the matrix. I believe the column and row deletions of the
structured Gaussian elimination will eliminate the problem of dependent rows in practice.

We thus find the logarithms of most elements in �, and the third phase requires representing
	 as a product of these elements. Usually the elements of the original � that tend not to occur in
any of the database relations will tend not to occur in the relation for 	.

Increase likelihood of smoothness

One clear way to increase the speed of the index calculus technique is to find linear relations faster.
To accomplish this, we could test polynomials with a higher chance of being smooth. Blake, Fuji-
Hara, Mullin and Vanstone [BFHMV84] observed that any degree � polynomial over ���	�

could be represented as ����#����� mod ���� efficiently using the Extended Euclidean Algo-
rithm, where ���� and #��� have degree about �

� . The probability that one degree � polynomial
is 
-smooth, for the 
 of interest, is roughly � ���

�
� , whereas the probability that two independent

polynomials of degree around �
� are simultaneously 
-smooth is roughly � ���

�
�� . Assuming the

polynomials���� and #��� have about the same probabilityof being simultaneously smooth as two
independent polynomials of degree around �

� , we would expect a significant improvement. This
sped up the index calculus technique enough that logarithms in ���	 ���� became tractable, ren-
dering some existing cryptosystems vulnerable (Odlyzko [Odl85] mentions that Hewlett-Packard
and MITRE had such systems). However, the estimate of the asymptotic running time is the
same, the improvement hidden in the 7�
� error term of the exponent in the running time estimate
��
�
�
	����������� ��� ����������.

Another idea the above group, the Waterloo group, used was to exploit the structure of the
chosen polynomial ���� to generate many relations systematically. They used ���� � � ������
,
which meant that ���� � �� � �, and consequently for any ���� � �, ������� � ���� � ��. The
left hand side is smooth, and the right hand side is much more likely to be smooth that a random
polynomial of degree � or even �

� , and thus many equations were generated at a much faster rate.
However, at most half of the necessary equations can be generated this way. Also note that this
method applies equally well to Phase 2.
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Other ways of speeding up equation generation in this polynomial representation are men-
tioned in [Odl85], and actually improve the constant in the exponent of the running time estimate.

Coppersmith discovered a method for systematically generating polynomial relations of the
form *�����

� � *����, where *���� and *���� are of degree roughly �
�
� . The probability of

random polynomials of this degree being smooth is much higher than for polynomials of degree
near � or even ��	. Thus, provided the probabilities of smoothness for these polynomials are
roughly the same as for random ones of the same degree, equations can be generated much more
quickly. Gordon and McCurley [GM93] explain why these probabilitiesmight not be identical, but
they still seem to be close in their experiments. The Coppersmith method was originally described
with the field represented as ���	����������� for an irreducible ����. I describe it here for the
field���
��� � represented as���
������������ where the characteristic of 
� is � and the degree
of ���� is ��. The first step is to find an irreducible ���� of the form ��� ������ where the degree
of ����� is very small. Note that it suffices for ���� to be a degree �� factor of a polynomial of
the form ���
� � �����, where ! and the degree of ����� are both small. Since approximately �

��
of all degree �� polynomials are irreducible, it seems reasonable that there should exist such an
irreducible ���� with the degree of ����� roughly ��������. It suffices for the analysis in appendix

A.3 that ���������� is 7��
��

� ���������
�. Select integer parameters 
� &�� &�, and set 3 � ���

��
�.

Let *���� be of the form ������� � �����, where ���������� ������ � 
, ����� is monic, and
����� is non-zero. Computing *���� � *�����

�
modulo ���� yields

*���� � *�����
� � �����

�
����

�
� �����

�
� � �����

�
����

�������� � �����
�
��

If ����� and ����� share a common factor &���, any factor base relation produced will be the
same as will be produced by ������&��� and ������&���. An interesting question is how many
relatively prime ordered pairs ������� ������ of degree at most &� and &�, respectively, there are.
The answer is provided for the case of unordered pairs with 
 � 	 and & � � &� in [BJMV84], and
I extend it to the general case (see appendix A.7). The number of relatively prime ordered pairs is
equal to �
��
��
�� � 
���
� � 
�.

We must pick our parameters so that the �
��
��
� � 
� relatively prime pairs ����� and
�����, with ����� monic but ����� not necessarily so, will produce enough equations. With such

parameters, the running time will be 

��
	�������
���
� � 


��
	�����
� . For this analysis, we fix 
� and

let � � �. It would also be interesting to let 
 � � �, and even � � �, although � would
certainly have to be be less than ��	 for the algorithm to be any better than the Waterloo version.
A generalisation of Odlyzko’s analysis of the 
 � 	 case (see appendix A.3), suggests parameters
should be of the form �� � ��� � 7�
�����
 ���������
, &� � ��� � 7�
�����
 ��������
, and
� � ��
 � 7�
�����
 ��������
 for some positive bounded reals ��, ��, �
, also bounded away
from �.

Applying Coppersmith’s methods to Phase 2 is more tricky. We define a sequence of interme-
diate degree bounds �	 � �� � � � � � �� � �. The first step for representing 	��� as a product
of factor base elements is like that of the usual Phase 2, but we only represent 	��� as a product of
elements of degree at most �	. We could do this by first selecting a random integer + and using the
Extended Euclidean Algorithm to represent ���� �	��� as a product of two polynomials of degree
roughly ��	. For each �	-smooth irreducible factor, ����, select *���� polynomials of the form
used in Phase 1, with �����*����. Different values for 
 and 3 than in Phase 1 are possible. Then
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if *���� and *���� � *�����
�

are both ��-smooth, we have succeeded in representing ���� as a
product of irreducible elements of degree at most ��. We then repeat this procedure to represent
the �
-smooth elements as a product of �

�-smooth elements until we get 	��� represented as a
product of elements in the factor base. Odlyzko [Odl85] and Coppersmith [Cop84] conclude that
this step will cost much less than the other phase for the case 
 � 	. I believe the same conclusion
holds for the general case with 
 fixed. These methods could be optimised further, and this would
be useful for applications where many postcomputations are necessary.

I note that these are only conjectured improvements since we only assumed that the proba-
bilities of smoothness will be like those for randomly selected polynomials. Also, we have no
guarantee that the relations these techniques provide will produce a useful linear system. These
methods have been implemented effectively in some cases [BFHMV84, Cop84, GM93] so there
is evidence to support the claim that they improve the running time.

Another way of speeding up the algorithm for some of these fields of order � � was developed
by Semaev [Sem91]. His method is applicable when the order of � in ���
�

� is either � or 	�, or
when �- ���� is generated by an !th root of unity for some !����
. The idea seems to have been
inspired by the method of Coppersmith of generating relations by mapping (via exponentiation)
one set of elements that are likely to be smooth to another set of elements that are likely to be
smooth. In the event that they are both smooth, we get a relation. It is claimed to work as long as
the characteristic is bounded by a polynomial in �. Note that Coppersmith’s algorithm requires � to
be much smaller. It must certainly be less than ��	 for it to be any better than the Waterloo version.
Semaev estimates the expected running time of his algorithm to be � ��
	������������

������� ����������

where ' � � � 


�� ���� ���
 and a linear system of dimension 1 can be solved in time 1  
	���.

Adleman [Adl94] introduced a Function Field Sieve algorithm for finding logarithms with a
heuristic running time of ���������

��� ��� ���������� for ���
� � ������ with � and � satisfying
������ � �!��� where 2 is any function from � � ��� ���� which approaches � as � � �. In
[SWD96] they describe Coppersmith’s method as a special case of the Function Field Sieve. A
summary of the Function Field Sieve discrete logarithm algorithm can be found in [SWD96].

Smoothness testing

A simple way to test polynomials for smoothness is to factor them into their irreducible factors
and look at the degrees. This can be done in polynomial time, but there are much faster methods
available.

Note that ��
� �� is the product of all irreducibles in���
���� of degree dividing �. We know

� ���� contains all multiple factors of ����. If 3��� is a factor of ���� with multiplicity �, then
3��� is a factor of � ���� with multiplicity � � 
, unless � is a multiple of the �. In this last case
the multiplicity is �. Hence a better way to test if a polynomial ���� is 
-smooth is to test if
����� ����

�
���

� � ��� ����� � ���� where the product is over a collection of � � 	
� 	� � � �


with the property that every number from 
 through 
 divides at least one of those �. Coppersmith
uses the set 	�
�	�� �
�	� � 
� � � � � 

. If the greatest common divisor is ����, then it is very
likely that ���� is �-smooth. The only time we would get a false report is if ���� had a factor of
degree � � with multiplicity a multiple of �. This is very unlikely, and would be detected in the
factorisation stage of the algorithm anyway. In order to test if the ��� is ���� it suffices to test if
� ����

�
���

� � �� � � mod ����, which can be done efficiently.
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Another method is sieving, a common tool in factoring algorithms and in the discrete loga-
rithm algorithms for �����. The sieving methods were adapted by Gordon and McCurley for
���	����������� [GM93]. They use a Gray code to efficiently step through the multiples of a
given polynomial. We can adapt their sieve to ���
�����������, where 
 is power of 	, but it is
more complicated.

Sieving is useful for finding the smooth elements in a list when we know how to quickly find
all the elements in the list that are divisible by a given power of an irreducible. It saves us the
trouble of testing each element individually. Testing a list of , elements with a sieve will require
at least time ,. Explicit smoothness testing will cost at most , smoothness tests. Thus the savings
is at most by a factor equal to the cost of one smoothness test. In the Coppersmith algorithm,
the savings will be absorbed in our error term. In practice, such a speed-up is very significant.
Gordon and McCurley [GM93] produced the factor base relations and solved for the logarithms
of the factor base of elements for ���	��, � � 		�� �
�� and ��
. In the case of ���	�	��,
they sieved through roughly 	�� *���� polynomials. They did this by fixing � ���� of degree up
to 	� and sieve an array containing the polynomials of degree up to 		 to find the � ���� such
that *���� � ������� � ����� is 
�-smooth. This can be distributed to several processors, each
sieving through an array for a particular �����. When a smooth *���� is found, we can explicitly
test *���� for smoothness. They have also found what should be enough relations for ���	 �	
�,
but the linear algebra modulo a 96 digit prime factor of 
 � 
 poses a problem.

Other improvements

Other improvements which might reduce the expected running time in practice, but which do not
affect the asymptotics are also known, and discussed in [Odl85] and [GM93], for example. They
include ”early-abort” strategies during smoothness testing, and holding on to relations which only
contain a few irreducibles of degree just above the degree bound �. In the latter case, we hope to
cancel out the large degree terms with other such relations and produce a relation for the database.
Another idea is to force some smooth factors into *���� and *����.

3.3.2 Some new improvements to the above techniques

These improvements do not make a serious dent in the heuristic asymptotic running time estimates
of the above algorithms. The difference is absorbed in the 7�
� error term in the exponent. In
practice the improvement could be quite significant.

Several smooth *���� polynomials for the price of one

This method applies to the Coppersmith algorithm or similar techniques where a set of polyno-
mials that are likely to be smooth are mapped to another set of polynomials that are likely to be
smooth. Observe that if *���� is smooth then so is *����� for any � in���
���. So while search-
ing for smooth *���� it suffices to search through a representative set of size roughly 
��
 � � 
�

times the set of all *����. When we find a smooth *����, we can test the *� polynomials cor-
responding to *����� for each � � ���
���. To find these representative sets we can consider
the 	��
�� � 	�� � 	�� � 
 equivalence classes on the *���� polynomials where two polynomials
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are equivalent if and only if they have zero coefficients in precisely the same coordinates. Within
each equivalence class, 8�, find two coordinates for non-zero coefficients, ��
� and  �
�, such that
������
��  �
�� 
�� 
� � & is minimum over all such pairs. Our representative set will consist
of all the polynomials with the ��
�th coefficient fixed to 
, the  �
�th coefficient running over
���������� for 
 � �� 
� � � �& � 
, and all the other non-zero coefficients in the class 8� running
over all possible combinations. This will speed up the algorithm by a factor of approximately

� � 
, which is more helpful for larger 
�.

I made this observation during my research at the University of Waterloo in the summer of

���. An observation then made by Zuccherato [Zuc95] which should improve matters even
when 
� � 	, is that the reciprocal polynomial corresponding to * ����, *"

� ��� � ��*��
���

where 
 � ����*�����, is smooth if and only if *���� is smooth. The structure of the reciprocal
is similar to that of *����, but not exactly, since &� is usually a bit bigger than &� (see appendix
A.3). If the reciprocal has the same structure as a *���� then this will slightly increase the rate at
which we find relations, but this advantage might be reduced or eliminated if there is no easy way
to avoid duplications. One way, if we are not sieving, is to only test a candidate * � if it is less than
its reciprocal with respect to some easily computable order relation, like lexicographic order.

In practice, however, there will not be much overlap between the set of *� polynomials and
their reciprocals since &� and &� will differ. The degree of the *� polynomial corresponding
to *"

� ��� will be slightly higher, but, assuming that the probability of these polynomials being
smooth is close to the probability of a random polynomial of the same degree being smooth, we
expect that the *� polynomials corresponding to these reciprocals are more likely to be smooth
than a random �*�� *�� pair being simultaneously smooth. Another advantage, is that this would
increase the number of linear relations we can find with a given choice of & � and &�. This means
that in some cases we could use a slightly smaller & � or &�, which we expect would increase the
probability of smoothness, and decrease the running time further. To avoid duplications we could
simply check that *"

� ��� is not of the same form as the *� polynomials. This only needs to be
done when *���� is found to be smooth.

As with the previous improvements, these are only conjectured improvements.

Use subfield identification to get many relations easily

If we could quickly find elements corresponding to elements in subfields ���
 �� of ���
�,

 � ��, that are not in ���
��, and assuming we can find logarithms in the subfield quickly,
then we could look through these subfield elements as polynomials over ���
 ��, and see if they
are smooth. If they are, we get a relation for the database. The advantage is that we do not have
to hope for two polynomials to be simultaneously smooth. In fact, let us assume we are only
interested in using this database to solve the logarithm modulo some factor of �
 � 
���
 � � 
�,
like �����. Then we do not have to bother solving the logarithm for the subfield element each
time. We might even be able to find the smooth polynomials directly, in which case the cost of
getting each of these relations is polynomial in ����
�.

Suppose 
� � ��� , and 
 � ����� . Consider ���
� as ���
������������ where ���� is
an irreducible in ��������. This is possible if and only if ����� �� ��� � 
 ([LN86], Corollary
3.47). Then���
�� � ������� will correspond to the polynomials with coefficients in �����.
For all 
 � �, where � is the degree bound, factor all irreducibles of degree 
�� as a product
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of �� irreducibles of degree 
 over ���
�� ([LN86], Theorem 3.46). We obtain one relation for
every �� irreducibles in our database. These are certainly not random relations, but this sort of
non-randomness might be advantageous, since it guarantees each irreducible occurs in a relation.

Again, this is an observation I made at the University of Waterloo in the summer of 
���.

Friendly automorphisms

Let �- �
� be represented as �- ��������������� where ���� is an irreducible of degree ��.
Consider the automorphism of �- �
� defined by 9 � � � ��

�
. If ���� divides ��

�
� �� � :

for some �� : � �- �����, then 9 would not change the degree of any of the representatives
of the elements of �- �
�. This would give us sequences of relations for our database. The
automorphism will of course eventually cycle for each element, but the length of this cycle will be
up to ����

�����������
. Thus this would give up to

����
�����������

� 

����

�����������

of the relations for our database at a polynomial cost for each one, assuming that the average cycle
length for a factor base element is roughly the same as for the entire field.

Since with this automorphism an irreducible of degree & gets mapped to another irreducible
of the same degree, it might be more fruitful to use these relations to restrict our database to one
representative from each of these cycles. The appropriate representatives, when the remaining
relations are found, can be found in polynomial time. One disadvantage is that the relation matrix
will now have large entries. I have not analysed this trade-off. The asymptotic running time
estimate will be the same, but there could be a huge savings hidden in the 7�
� error term.

A similar technique could be applied if ���� divides � ��
� ���� :, using reciprocal polyno-
mials. I am still analysing the applicability of these methods, but I can cite some examples. First
we have from [LN86] (Theorem 3.75)

Theorem 3 Let + � 	 be an integer and � � �- �
��. The binomial �� � � is irreducible in
�- �
���� if and only if the following two conditions are satisfied:

(i) each prime factor of + divides the order � of � in �- �
��, but not �
 � 
���

(ii) 
 � 
 mod � if + � � mod �.

Suppose � � 	� �� � �
� �� � �. Let � be a generator for �- �	��. Then ���� � �
� � �

is irreducible. In this case ! � � is the smallest candidate. We have the relation � 
� � ��.
This will create cycles of length dividing �
. For example, �� � 
� 
� � ��� � 
�, followed by
��� � 
�
� � ���� � 
�, and so on, until we get back to �� 
	� � 
�
� � �� � 
�.

Another example is � � 	� �� � 
	�� �� � �. Here we let � be generator for �- �	��, and
it follows that ���� � ���� � � is irreducible. The cycles will now have length 
 or 
	�. The
elements with cycle length 
 will be the elements of �- �	 ����, which are not in the database. My
computations indicate to me that the probability that a monic polynomial selected uniformly at
random from all the monic polynomials of degree up to 	� over �- �	�� is �-smooth is roughly
	����� � 
��� and for a degree 
� monic over �- �	�� I get ��	�� � 
���. These computa-
tions were done with software I wrote in C, in 1992, on a research term with Scott Vanstone
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and Ron Mullin. The probabilities were calculated using recurrence relations similar to those
in [BFHMV84]. These probabilities suggest that implementing the Coppersmith index calculus
method as described in section 3.3.1, over �- �	��, might be possible if we select our smoothness
bound to be �, &� � &� � �, 	� � �, and 3 � 
�. In �- �	������� there are ���	�� monic
irreducibles of degree at most �. This includes 
 plus ���� sets of 
	� elements which lie in the
same cycle of this automorphism. We can thus use this set of ���� elements as our database.
The approximately 	�� coprime ������� ������ pairs we test should give us about 
���� smooth
�*����� *����� pairs, assuming the polynomials we use behave as random ones of degree at most

� and 	�. Of course 	�� is a formidable number of pairs to test. However Gordon and McCurley
[GM93] effectively tested 	�
 pairs in their experiments. Also, if we implement the suggestion of
section 3.3.2, we only need to test about 
�
	�th of those pairs for smoothness. We could fix the
values of ����� and the leading coefficient of �����, and sieve through an array of 	�� elements.
We need to do this about 	�� times. Note that sieving does not allow us to avoid �� ����, ������

pairs that are not coprime, so whenever we do find a smooth *���� we should check that �����

and ����� are coprime.

An alternative is to implement the index calculus techniques with the field represented as
�- �	�����������. In [Odl85], Odlyzko suggests that just for completing the equation generation
phase, optimal parameters for applying Coppersmith’s algorithm to �- �	 ��	� would require &� �

	�, &� � 	�, � � ��, 	� � �, and 3 � 

�, and would require about 	�� basic operations. This
does not take into account the possibility of sieving, but does take advantage of other techniques.
We would still have to sieve through 	 �� ������� ������ pairs, whereas with the modifications I
have described, we would only need to sieve about 	 �� pairs. This factor of 	�� between the two
implementations will likely diminish when we consider the fact that working over �- �	 �� is more
complicated and not as convenient on readily available hardware. We must test the smoothness
of 	� � 
 possible *���� candidates every time we find a smooth *����, but this should not be
significant since smooth *���� polynomials will be infrequent, and most of our time is spent
finding them.

I made this observation at the University of Waterloo in the summer of 
���.

3.4 Techniques for�����

The techniques described for the case of ��������������� carry over to ����. The simpler in-
dex calculus implementations for ����� set factor bases to be the set of all primes less than some
bound � and use factoring to test smoothness. Pomerance does this in his rigorous algorithm in
[Pom87]. This algorithm has an expected running time of � �

�
�
	���������� ��� ����������. Smoothness

testing is obtained by elliptic curve factoring methods. He chooses � to be �
�

���������� ��� ���������� .
Note that unlike the case of polynomials over a finite field, we do not know how to factor efficiently
with respect to the size of the numbers being factored.

As with the polynomial ring case, there are many ways to improve the running time in prac-
tice, many of which are direct analogues of the methods I have described in the previous sections.
We could include �
 in the factor base, and we can again use the Extended Euclidean Algo-
rithm to represent any integer modulo � as a quotient of two integers of size roughly

�
�. Three

heuristic algorithms are presented in [COS86] with running time � �
�
�
	���������� ��� ���������� . Mc-
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Curley [McC90] describes their Gaussian integers method. LaMacchia and Odlyzko [LO91a]
implemented this method for ����� with � a 58 digit prime.

The Number Field Sieve, adapted from the integer factorisation algorithms, has been applied
to the discrete logarithm problem to produce algorithms with heuristic expected running time
��������

���
	������������������� ���������� . The survey [SWD96] describes these methods, and pro-
vides references. These methods have been implemented [Web96] to find the logarithms of the
first ten primes to the base � modulo a �� digit (	
� bit) prime. The techniques have also been
used to compute the logarithm of several small primes to the base � modulo a 
	� digit (�	� bit)
number.

3.5 A More General Look at Index Calculus

There will not always be a natural factor base in a group �, one with which we can quickly detect
smooth elements and quickly factor into the factor base elements. For example, suppose � is
a proper subgroup of �- ���� of order � . There does not seem to be a natural way to select a
factor base in � that will yield an algorithm that runs in time proportional to the running time of
index calculus algorithms in �- �� �� where �� is a prime of size close to � . This observation is
key to the security of the U.S. Government NIST Data Signature Standard (see [MvV96]). One
possibility is to embed � into a group where there is a natural factor base. In this case, it would
be the group �- �
��. Another example is the additive group of points on an elliptic curve over
�- �
�. There does not seem to be a natural factor base for this group either. However, for the
class of supersingular curves, Menezes, Okamoto and Vanstone [MOV93] showed how to reduce
the discrete logarithm problem to one in a subgroup of an extension of �- �
� of degree at most
�, yielding a subexponential algorithm. However there is still no such algorithm known for non-
supersingular curves.

A cyclic subgroup � of a cyclic group � is also the homomorphic image of the group � . This
might be a more fruitful way of considering the relationship between � and � . Let our group �

be the image of the group � under some group homomorphism, 9. Thus � � �� ����9�. We
no longer require � to be a subgroup of � . For example, finite fields can be represented as /�;

for some maximal ideal ; of an integral domain /. Here ; is the kernel of a ring homomorphism
9 � / � ���
�. For example, / � ��������, and ; � ������ for some irreducible ����,
or / � �, and ; � ���. In these two cases, with the algorithms I described in this chapter, we
use the natural factor bases in �- ������ and � and a homomorphism onto the fields to create
relations in the finite field. The factor bases consist of elements of size up to � for some selected
smoothness bound �. We could let / be a ring of algebraic integers, for instance, and the factor
base could be elements with norms up to a given size. Smoothness testing could consist of testing
the norm of an element for smoothness. However, if / is not a principal ideal domain, smoothness
of the norm will be a necessary but not sufficient condition for the element to have a factorisation
into irreducible elements of small norm. It seems more natural in this case to use the set of
prime ideals with smooth norms as a factor base. Performing linear algebra over the integers will
ultimately give multiplicative relations between principal ideals, which translate into relations
between elements of / modulo the group of units. In the case of �- ������ and �, the group of
units do not pose a problem, but they can in other rings.
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Working with ideals, it is not clear that we can do the linear algebra modulo � , the order of
the group, and get useful information. One option, for example, when / is a ring of algebraic
integers, is to do the linear algebra modulo �3, where 3 is the ideal class number of /. Since the
3th power of a prime ideal is principal, and � th powers of elements in /�; get mapped to 
 by 9,
we again only have the units left to worry about. It suffices to do the linear algebra modulo �1

where 3 � '1 and ' is coprime with � . Lovorn [Lov92] works modulo a number that we know
will be a multiple of �1 . Other methods are possible which permit us to work modulo � . See
[SWD96] for a description and more references.

3.6 Other implementations

So far, the rigorous algorithms I have described will solve the discrete logarithm problem in a
field of size 
 � �� in time 
	��� provided � �� or � � 
. Lovorn [Lov92] provides a rigorous
algorithm with running time ��

�
�
	����������� ��� ���������� for solving logarithms in �- ����. She

uses smooth-normed prime ideals of the ring of integers of an algebraic number field as her factor
base.

El Gamal gives a similar heuristic algorithm for the case of � fixed [ElG85b, ElG85a]. Adle-
man and DeMarrais [AD93] describe a heuristic algorithm for � � �. Semaev [Sem95] gives a
heuristic algorithm which he claims should work in all finite fields. All of these algorithms use
prime ideals of the ring of integers of an algebraic number field in the factor base and have heuris-
tic expected running time ���������� ��� �������

���
. Adleman and DeMarrais [AD93] also describe a

polynomial ring algorithm for the case � � � to get a heuristic algorithm for all fields with same
running time.

With these algorithms, as well as the Function Field Sieve mentioned in section 3.3.1 and the
Number Field Sieve mentioned in section 3.4, additional work is done to handle the problems
mentioned in the previous section.
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Chapter 4

Quantum Computers

4.1 What is a quantum computer?

A quantum computer is a computing device which exploits quantum mechanical effects. Details
can be found in several articles including [DiV95] and [EJ96].

Given a system with � possible observable states, � �� ��� � � ��
 , at any point in time we
expect the system to be in exactly one of those states. Suppose however, that the system can exist
in several of those states at the same time. We say the system is in a superposition of those states.
And suppose that when we observe the system it then enters one of the � states. The model used
is the following.

The state of a system is an element in the � dimensional complex vector space with the � 
 as
basis elements.

We denote this by

�

��

�
��
��

We have the restriction that

�

��

��
�� � 
�

The �
 are called amplitudes. Further, when we observe the system, it will enter state � 
 with
probability ��
��.

While on a classical computer a bit of information is either a � or a 
, on a quantum computer
the value of a bit is a superposition of � and 
, denoted � 	�������
�, with ��	�� � ����� � 
. We
call this quantum version of a bit a qubit.

Likewise, the state of an �-qubit system will be a superposition of the form�
���	��	�

���'��

where �
���	��	�

����� � 
�
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The system will exist in this superposition until we observe the qubits. Then the system will
enter one of the 	� states of the superposition with probability proportional to the absolute value
of the square of the amplitude associated with that state.

We can associate with an �-qubit system, a Hilbert space in the complex vector space with the
	� qubit configurations as a basis.

To perform computations we apply transformations to these qubits. These transformations
map each �-qubit state to some superposition of other �-qubit states. States can get mapped to
by many different states, and with various amplitudes. The amplitude of a given state after the
transformation will be sum of these amplitudes. Such transformations can be represented by a
transition matrix, which is a 	� 
 	� matrix whose ���  � entry is the amplitude with which state
��� gets mapped to state � �. This is the matrix representation of the linear transformation with
respect to our basis. The laws of quantum mechanics stipulate that any such transformation must
be unitary, that is, the transition matrix must have as inverse its own conjugate transpose. Such
computations are reversible.

So we can imagine a quantum computer to be a device which lets us walk through the elements
of this vector space, and the steps are unitary linear transformations.

We can perform these transformations by means of quantum circuits, constructed as a network
of a finite set of basic quantum gates. It has been shown that the controlled-NOT gate, which is a
two-bit gate, together with one-bit rotations [BBC
95] can be used to approximate any quantum
circuit. These gates take only one or two qubits as input, and leave the remaining ones unchanged.
The complexity of computations will be measured by the number of basic quantum gates needed
to implement them.

A quantum computation would work as follows. Set a register of qubits to a desired starting
position, apply a unitary transformation to these qubits, using elementary quantum gates, and then
observe the qubits. We can repeat such experiments several times, and derive whatever information
we may from the values that we observe. If we only measure one qubit, and observe a � for
example, the system will then be in a scaled superposition of all the states which had a � value for
that qubit. So another possibility in our computations is to observe only some of the qubits, and
then continue computing with the remaining superposition.

This might seem like nothing more than a glorified randomised algorithm. In the current
context, a classical randomised algorithm corresponds to flipping a quantum coin, observing it,
and then using it in the computations. In this manner the registers will always be in one state and
not in a superposition of many states. When we have a superposition of states, however, and we
apply a unitary gate, each element in the superposition is transformed into a new superposition of
states. All of the new superpositions are added up. The coefficients are complex numbers, and
thus can interfere constructively or destructively.

More specifically, the probability associated with a state ��� of amplitude � is ��� �. If the state
came about several different ways, for example two different states simultaneously transformed
to state ��� with amplitudes �� and ��, then the amplitude of ��� is �� � ��, with corresponding
probability ��� � ����. The probability of observing ��� is not simply �� ��� � �����, but can range
anywhere from ����� � 	�������� � ����� (destructive interference) to ����� � 	�������� � �����
(constructive interference), depending on the angle between �� and �� in the complex plane.
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A possible advantage of having registers which remain in a superposition of states during
computation is that we might be clever enough to perform unitary transformations such that the
amplitudes of the states we are interested in interfere more constructively than the amplitudes of
the other states. If this happens, when we perform a measurement, we are more likely to observe
a state we are interested in. This is what the quantum factoring and discrete logarithm algorithms
do.

Potential physical realisationsof such a computing device are discussed in [EJ96] and [DiV95],
for example. One key problem is that such a computer would interact with the environment and
errors would be introduced. Error-correcting codes solve this problem in classical situations, and
similar solutions are being sought for quantum computers.

The running times stated are the number of quantum operations, selected from a finite set of
basic quantum gates.

4.2 Quantum Computation Tools

If we compute a function on a superposition of states, we will get a superposition of the value of
that function on those states. Shor [Sho94a] points out that a deterministic computation can be
implemented on a quantum computer if and only if it is reversible.

I state three quantum computer algorithms, which are components of the quantum discrete
logarithm algorithm. Only the first two are needed in the case of finite fields.

The Discrete Fourier Transform, "�, is a unitary operation which for a number � � 	0,1, . . . , q-1
,
maps state ��� to


�



����
��	

.��� �'�

where .� � �
���
� .

It is shown by Shor [Sho94b] that if the prime power factors of 
 were of size polynomial
in ����
�, then "� could be implemented efficiently. Coppersmith and Deutsch independently
showed how to efficiently construct "�� , and Cleve [Cle94] showed that "� can be efficiently
implemented if all the prime factors of 
 are of size polynomial in ����
�. We use the fact that
"�� can be implemented with a circuit of size �����.

Note that "� maps ��� to


�



����
��	

�'��

which is an equally weighted superpositionof the integers modulo 
�
. Now suppose we want an
equally weighted superposition of the integers modulo � for an integer � which is not smooth.
Algorithm 4.2.1 does this with a network of size ���������, as suggested to me by Ekert [Eke96].

We can also use a quantum computer to find the order of an element in group. In Shor’s
[Sho94b] description of the integer factorisation algorithm, he gives a polynomial time algorithm
for finding the order of an element in a cyclic group, provided the group operation can be carried
out in polynomial time. This lets us find the order of elements in � �


 , which gives a probabilistic
algorithm for factoring � .
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Algorithm 4.2.1 Obtaining a Uniform Superposition
1. Set < � 
 qubits to �.

2. Apply a rotation to the first < qubits which maps ��� to ��
�
���� ��

�
�
�.

This gives us


�
	#

�����
��	

��� ���

3. Apply a function mapping ��� �� to �� mod �� ������.
4. Perform a measurement on the �< � 
�st qubit. If the result is a � we know the first < bits

will be in a superposition of all the states that had a � in the �< � 
�st qubit. This gives
us precisely the superposition we sought. This will occur with probability at least 
�	.
Otherwise, go to step 1.

4.3 Quantum discrete logarithm algorithm

I now discuss how to find a discrete logarithm, �����	�, in the cyclic group ��� of order � . For
�- �
�� � ���, we have � � 
 � 
. For a group where the order is not known, use classical
methods or Shor’s algorithm to find it. I am following the technique given by Shor [Sho94b],
but with a few modifications. The first one is that I describe it for any group. Boneh and Lipton
describe and analyse a similar experiment in [BL95] to solve an even more general problem.

Firstly, to avoid the difficulties in the analysis caused by small prime factors of � , we solve
classically for �����	� modulo all prime power factors of � with the prime less than 	 �	 �������.
This can be done very efficiently using the techniques from Chapter 2 in �������� �� classical
group operations. This will also reduce the expected number of quantum operations necessary.

Let 6 � 	# be a power of 	 satisfying � � 6 � 	� , so that "$ can be applied efficiently.
We have three registers with 6 qubits each. The discrete logarithm algorithm is described in
Algorithm 4.3.1.

4.3.1 Analysis

After performing the experiment, with probability at least �
��	
	��� , the values of ' and & that we

read will allow us to compute 
 � �����	� modulo � . Algorithm 4.3.2 describes the method.

By an analysis almost identical to Shor’s, we get the expected running time of this algorithm
to be at most 
	� � 7�
� repetitions of the quantum experiment, which is thus ��������1����

basic quantum operations.

I now summarise why this algorithm is claimed to work.

The probability of observing the state �'� &� � �� is

� 


�6

�
�
�
��

.��
��$ ���
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Algorithm 4.3.1 Discrete Logarithm Experiment
Step 1: Initialise the registers to �. Assume this takes time ���������.
Step 2: Set the first two registers to a uniform superposition of all the residues modulo � :




�


���
��	


���
��	

��� #� ���

Step 3: Then compute ��	��, and store the result in the third register to yield




�


���
��	


���
��	

��� #� ��	����

This takes a network of size ��������1��������, where 1��� is the complexity of multiplying
two � bit integers.
Step 4: Apply the Fourier transform "$ on the first two registers to get




�6

$���
����	


���
����	

.��
��$ �'� &� ��	����

This takes a network of size ����������.
Step 5: Lastly, observe the state of the registers. This takes ��������� steps.

Algorithm 4.3.2 Quantum Discrete Logarithm Algorithm

1. Run the discrete logarithm experiment. Let ' and & be the values observed the first two
registers.

2. Let , � � �
$ �.

3. Let � be the closest integer to �

$ .

4. Let 
 � ������ ,�. If 
 � 
 go to step 
. (Alternatively, we could solve ! %
� � � modulo

��
 in the next step).

5. Solve !, � � modulo � .

6. Compute and compare �� and 	.

If they are not equal, return to step 1.

If they are equal, stop.
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The sum is over all �� # � 	�� 
� 	� � � �� � 

 satisfying � � 
 � !# modulo � .

Let , � � �
$ �, and < � �

 ,6 � &.

Shor shows [Sho94b] that this amplitude has absolute value squared greater than �

$� if

� !

��

�<� �6� � 


	
(4.1)

and

��'��7&6�� � 6

	�
� (4.2)

Since ������6� � 
, equation (4.2) holds for at least $
�	 of all ' � 	�� 
� � � �6� 

, and for

each such ', there is at least one & for which (4.1) holds.

So for each of the � � $
� choices of 
, there are � $

�	 �'� &� pairs for which equations
(4.1) and (4.2) hold. Thus the total number of states satisfying (4.1) and (4.2) is at least 
$

�	 . By
definition these parameters occur with probability at least �


$� . These observations tell us that the

probability that the state we observe satisfies (4.1) and (4.2) is at least �
��	 . Note also that each

�'� &�-pair which satisfies (4.1) and (4.2), does so for every 
, and thus with probability at least
�
�$ .

We know �� ,� 6, and &, and we know � �%$
 � &� is within �
� of some multiple of 6. Equiva-

lently, �!, � �

$ � is within 


�$ � �
� of some multiple of � . Since , and ! are integers, the solution,

!, must satisfy �, � � modulo � where � is the closest integer to �

$ . This will have pre-

cisely ����,� �� solutions, each congruent to ! modulo �� ����,� ��. This explains the above
algorithm.

We will not know beforehand if (4.1) and (4.2) are satisfied. We just expect it to happen at
least once every 
	� times, in which case we can solve and verify the valid solution.

We still need to be sure that , has a high probability of being coprime with � . Recall that at
least �

�	 of the possible ' � 	�� 
� � � �6� 

 satisfy (4.1) and (4.2) and each of these are read with
probability at least �

�$ . All of these ' correspond to at least �
�	 of the possible , � 	�� 
� � � ���

,

and each of these , will occur with probability at least �
�$ . Since � has no prime factor less than

	�	 �������, the proportion of , not coprime with � is at most �
��� ����
� and thus 7�
� as � ��

and always negligible compared to 
�	�. Thus the probability, for each run, of getting a reading
satisfying (4.1 and (4.2) and for which , is coprime with � , is roughly �

��	 or better.

We will solve for ! mod � in an expected 
	� � 7�
� repetitions of this quantum experiment.
Shor expects 
	�+ repetitions of the quantum experiment, for some constant + � 	, but his classical
computations only require ��������� group operations.

4.4 Concluding remarks

The overall algorithm I describe requires ��������1����basic quantum operations, and �������� ��

classical group operations. The classical component could be reduced as in Shor’s paper [Sho94b],
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at the cost of more complicated analysis, as well as possibly more repetitions of quantum oper-
ations, and larger registers. None of these differences increase the asymptotic running time esti-
mate in terms of quantum operations. However, especially in the first phases of ever implementing
quantum computers, quantum operations will be much more expensive than classical ones, and so
these classical precomputations will be worthwhile, and should perhaps be increased to remove
many other small factors from � .

Note that two of the three quantum registers require ���� ����� qubits, and the third requires
however many bits are necessary to store a group element. The size of the first two registers can
be decreased by computing the logarithm separately modulo any factors of � we may know. It
may be worthwhile to apply factoring algorithms, classical and quantum, to factor � and thereby
allow us to use two smaller registers for the discrete logarithm computations.

If we are computing modulo factors of � , it may be possible to simplify the group repre-
sentation for that subgroup, thereby reducing the size of the third register as well as simplifying
the group operation. One case where this is possible is with fields with subfields, as described in
Chapter �.
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Chapter 5

Conclusions

There are rigorous deterministic techniques for computing logarithms in any finite cyclic group of
order � in time proportional to

�
� ������ and space for

�
� group elements. There are heuristic

probabilistic algorithms for performing the same task with expected running time ��
�
�� and

requiring ��
� group elements of space.

The discrete logarithm problem in finite fields can be solved not only by these methods, but
by Index Calculus techniques which involve building up a collection of linear relations between
elements from a small collection of field elements called a factor base. By then expressing a given
element of the field as a product of elements in the factor base, we can extract information from
the linear relations that enables us to solve for the logarithm. The two central components of this
algorithm are generating linear relations between elements of the factor base, and linear algebra
over the integers modulo � . There are rigorous probabilistic methods for performing these two
tasks. In practice people use heuristic techniques to speed up the solution of these two steps. I
have described several of the heuristic methods used to increase the rate at which we should be
able to find relations between factor base elements. Many of these have been implemented and
tested. I have suggested a few other techniques that could speed up the equation generation phase
for some finite fields.

Gaussian elimination is an obvious method for solving the linear algebra phase, but other tech-
niques, including Wiedemann’s coordinate recurrence methods will solve the problem asymptot-
ically faster, and provide us with the fastest rigorous and heuristic index calculus algorithms for
finding discrete logarithms. I have detailed how we can apply Wiedemann’s method in the case
that we do not know the prime factorisation of � . I have brought some attention to potential
problems with applying Wiedemann’s techniques (which are used in the rigorous algorithms) to
systems which do not have full rank modulo higher powers of some prime divisor of � . This
problem can be remedied for the purposes of the index calculus algorithm, but it is an interesting
problem which I am still studying.

I have also shown that the discrete logarithm problem in any group of order � , can be reduced
in polynomial time to solving discrete logarithms in a collection of subgroups whose orders con-
tain each of the distinct prime factors of � . Any combination of square root, index calculus, or
other methods can then be applied in these individual subgroups.

The possibility of a quantum computer which would exploit quantum mechanical effects has
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been investigated for over a decade. Such a device would permit the computation of discrete log-
arithms in finite fields in a polynomial number of quantum operations. Whether or not a quantum
computer can be realised is an open question.
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Appendix A

A.1 The expected value of ��������

We are interested in the expected value of �������� where � is selected uniformly at random
from the integers modulo � . Suppose � �

�
���
 .

Firstly consider the prime power case. Since ���
 �� , the value of � mod ���
 also has a uniform
probabilitydistribution. The expected value of ������ � ��
 � is 
� ���� �������

��
��� � ������������ ��

�� �
�� � ����� � 
.

By the Chinese Remainder Theorem, the values of ������ ���
 � for different � are independent,
and thus the expected value of the product is the product of the expected values. So the expected
value of �������� equals

�
��
�

����
��

��
�, which is less than
�

��
�
�. This last product equals
&���, the number of divisors of � .

A.2 Hensel lifting in non-singular matrices

We are given a matrix ", and a tuple �, defined modulo ��, � � 
, and we wish to solve the
system "	 � �.

Let �� � �. We first solve "	� � � modulo �. Then pick any 	� modulo �� such that
	� � 	� mod �.

Let �� � ��� � "	����. Then solve "	� � �� mod �, and pick any 	� modulo ���� such
that 	� � 	� mod �.

Continue this procedure, for � � �� 
, setting � �
� � ����"	����, solving "	�
� � ��
�

mod �, picking any 	�
� modulo ���
�� such that 	�
� � 	�
� mod �, and incrementing �.

An induction argument shows that 	 � 	� � �	� � � � � �
��	��� is a solution to "	 � �

modulo �
, for � � �.

A.3 Selecting Parameters for Coppersmith’s algorithm

We must pick our parameters so that the approximately 
 ��
�� relatively prime pairs ����� and
����� will produce enough equations. The running time is thus 
 ��
	�������
��� �
��
	������. For
this analysis, we fix 
 and let � ��.
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If we assume that the probability of smoothness is the same for polynomials of this form as
for random polynomials of the same degree, the probability of each trial producing a relation is
roughly 5������&�� &� � 3�� ��5��������&�� &��

� � �� � ��������� ��.

Thus to produce enough equations requires


��
��5������&�� &� � 3�� ��5��������&�� &��
� � �� � ��������� �� � 
��

We seek parameters which minimise the running time of the three main phases. With the pa-
rameters given below which were chosen to minimise the running time of the database generation
and linear algebra phases, it turns out that the running time of the third phase is negligible.

In Odlyzko’s analysis [Odl85], he assumes that & � � &� � &, which makes things simpler,
and as we show here, this has no adverse affect on the end result. In any useful application of this
method, we must have &� � 3. Thus the degree of *���� is at most &� � 3. The degree of *����

is at most ���	��&�� &��� � �3�� � �� � �������
. For a fixed &� � &�, there is no advantage
to keeping ��&� � &��

� � �3�� � �� � ������� since increasing &� and decreasing &� would
decrease the degree (and thus we assume the likelihood of smoothness) of both * ���� and *����.
We thus assume that the degree of *���� is at most ��&�. Our constraint now becomes


��
	�������
���5��&� � 3���5���
�&�� �� � 
��
	������

If we assume the hypotheses of Theorem 1 are met, computations show that we must have
&� � ���

	��� � � ���

	��� �� � ���

	��� and thus 3 � ���

	���. The hypotheses of
Theorem 1 are satisfied with these parameters. Since &� � &�, we see that &� will have no effect
in the asymptotic estimate we have for 5��&� � 3���. A generalisation of Odlyzko’s analysis
of the 
 � 	 case, suggests parameters to be of the form �� � ��� � 7�
�����
 ���������
,
&� � ��� � 7�
�����
 ��������
, and � � ��
 � 7�
�����
 ��������
 for some positive bounded
reals ��, ��, �
, also bounded away from �. Ignoring the fact that &�� &�� � and 
 are integers
yields optimal values of �
 � �� � �	��� ����
����
, �� � 
����� � �� ����
��	���
 and
&� � �
 � 7�
��&� (we assume ���������� is 7�&��).

The error terms compensate for the fact the we actually need integers, except in the case
of �� . These constants serve as lower bounds for the upper bound of the running time of the
Coppersmith improvement. Odlyzko states in the case 
 � 	 that the constant is periodic in
��������
 ��������
� and gives an upper bound of �	� ����	����
�	. A similar upper bound should
exist in the general case as well.

These serve as heuristic upper bounds for the entire algorithm only assuming that the third
phase does not take too long. I have not analysed the third phase very closely for 
 � 	, but it
does seem to get more difficult for smaller degree extensions because there are fewer choices for
the intermediate degree bounds (see section 3.3.1).

A.4 Chebyshev correction

Equation (5) on page 9 of [HR83] reads
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5 �

��

��

�
 � ��� �
Æ�
� Æ�

����������
�

This is supposed to be an upper bound on the probability that fewer than � � successes are
obtained in �� Bernoulli trials, each with probability of success Æ. It seems incorrect intuitively,
since increasing the number of successes makes the upper bound smaller.

Note that

5 �

��

��

�
 � ��� � 5 �

��

��

�Æ ��
� � Æ�� ����

which, provided �� � Æ��, Chebyshev’s inequality implies is less than

Æ�
� Æ�

���Æ ��������
�

The values they end up using have ����� � Æ�	 so the error does not affect their result.

Even assuming �� � Æ��, their inequality fails for Æ � 
�	� �� � �� �� � 	, for example.

A.5 Toeplitz matrices

A unit lower triangular Toeplitz matrix is a matrix of the form

5 �



����������




�� 

...

. . .
���� � � � 


���� � � � �� 


�� � � � �
 �� 


�
����������
�

We similarly define unit upper triangular Toeplitz matrices.

One important property (see [KS91]) is that the space requirements are only ���� elements
and for a column tuple 
, � � 5
 can be computed using polynomial multiplication with
��� ������ ��� ������� ring operations, and the identity

��� � ��� � � � ����
���� � �
 � ��� � � � � ���

������� � ��� � � � � � ���
���� mod ���
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A.6 Finding the order of an element using discrete logarithms

We assume here that we have a black-box which given � and 	 � ���, will return an integer 


such that �� � 	, not necessarily the smallest such integer, or even positive. The only assumption
is that it takes polynomial time to do so, and thus that 
 also has size polynomial in the size of �

and 	.

The set of all such solutions 
 to � � � 	, is a coset modulo � . Start with � � 
. Select
a random integer ! � 	
� 	� � � �	

, for � � 
� 	� � � �, compute �� � 	, and then solve for 
 �

�����	�. Keep increasing � until we find that 
 does not correspond to !. Then we know that
1 � 
 � ! is a non-trivial multiple of � . Continue picking random ! � 	�� 
� � � �1
 solving
for 
 � ��������, and then resetting 1 � ����1� 
 � !�. If 1 � ,� , for , � 
, then since
we randomly select our exponent 
, the probability that ,� divides 
 � ! is 
�, � 
�	. Thus, if
1 � � , after each repetition 1 will decrease by a factor of 2 or more with probability at least

�	. After ������
�(�� repetitions with 1 not decreasing, the probability that 1 �� � is less
then ( for any positive (.

This method is described in [McC90].

A.7 The Number of Relatively Prime ������� ������ Pairs

Let 5����� denote the number of relatively prime ordered pairs of monic non-zero polynomials
"���� ���� � �- �
���� of degrees at most 
� and 
� respectively. Without loss of generality, we
can assume that 
� � 
�.

There are precisely 

 monic polynomials of degree exactly �. Thus there are precisely �
 

� � 
���
 � 
�

monic polynomials of degree at most � in �- �
����. 5����� satisfies the following recurrence:

�����

�	



5���
����
 � �

��
� � 



 � 

��


��
� � 



 � 

��

Solving this recurrence yields

5��
����
� �

��
��

 � 



 � 


for 
� and 
� any two non-negative integers.
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