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Chapter 1

| ntroduction

The logarithm isa very familiar function in mathematics, defined in various settings.

We define the Discrete Logarithm Problem (DLP) in afinite cyclic group G asfollows.

Definition 1 Given a generator o of G, and any 3 € G, find the smallest positiveinteger, &, such
that o* = 3. Thisk iscalled the discrete logarithm of 3 to the base «, denoted log , (3).

Let NV bethe order of G. The DLPin afinitefield, F, refers to the DLP in the multiplicative
group, F*. Throughout this dissertation, an algorithm is efficient if its running time in terms of
basic operationsis bounded by apolynomial inthe size of theinput. Assumethe size of an element
of G isat least log(N'). The size might be larger if, for example, G isatiny subgroup of a much
larger group H, and elements are represented as elements of H. Thisiswhy | chose to describe
the running time of these algorithms in terms of group operations and their space requirements
in terms of group elements. Since we assume that the group elements have size at least log(N),
then calling O (log (V') )-bit integer multiplication and addition a group operation seems justified,
as does referring to a requirement for O (log(IV)) bits of space as requiring space for one group
element. Group operations will include not only the group multiplication, but a small family
of operations whose running time is bounded by a polynomial in the running time of the group
multiplication. Parallel or distributed computing can often be used to reduce the actual time it
takesto carry out the operationsin these algorithms.

Discrete logarithmsin finite fields are a useful tool, for example, in analysing linear feedback
shift registers for use as event counters (see [CW94]). They are aso used to find the position
of a subarray in a pseudo-random array, which can be useful in measuring the absolute position
of automated guided vehicles (see [LB92]). These are cases where we want fast algorithms for
solvingthe DLP. The cardinality, ¢, of the fields does not typically get very large. Inthefirst case,
afield of size 2™ should sufficeif the counter isnot going to exceed 2™ — 1. In the second case, we
keep track of positionsin two dimensions, and aslong as we never walk more than » | positionsin
onedirection, or n, positionsin the other, afield of size not much bigger then » ; n, should suffice.

There does not seem to be an efficient algorithm to solve the DLP in finite fields, whereas it
is well-known that the inverse operation, exponentiation, can be performed efficiently. Exponen-
tiation in finite fields is thus believed to be a one-way function, and suitable for use in public-key
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cryptographic protocols (see [MvV96] for athorough description). In this case, the cryptographer
counts on there not existing efficient algorithms for the DLP, and selects fields with parameters
such that discrete logarithm computations are infeasible for an adversary.

| present several algorithmsfor solvingthisproblem, and discusstheir running times and space
requirements. Most of the algorithms are randomised algorithms. By that | mean that they require
random bits as input. Randomness and the existence of random bits are philosophical questions|
will not address. For theoretical purposes, | assume the existence of a random bit generator. For
practical purposes, | assume that the pseudo-random bit generators in existence are effective. We
assume that one call to the random bit generator is one operation. Randomisation can be very
useful for solving problemsfor which deterministic algorithms have a reasonabl e average running
time but have terrible running times for certain inputs. Instead we might produce randomised
algorithms which will solve the problem for any input with a reasonable expected running time,
the average now with respect to the random bit inputs. Thisidea is discussed in [Joh84] and
[MR95]. Some of the randomised algorithms are probabilistic algorithms. More details about
what we mean by a probabilistic algorithm appear in section 12 of [LP92], and in [Joh84]. The
paper [LP92] by L enstraand Pomerance also includesa useful discussion onanalysing therunning
time of probabilistic algorithms. The expected running time given is an upper bound for the
expected running time of the algorithm taken over the random bit inputs. So this upper bound on
the expected running time is valid for any input. Given a probabilistic algorithm with expected
runningtime 7', for any & > 1 Markov'sinequality impliesthat the algorithm will succeed within
time &7 with probability at least (k — 1)/k. By repeating such an agorithm » times, each for
time kT, the probability of never succeedingisat most (1/k)". Other randomised algorithms we
present have an expected running time which is valid for any input, provided certain assumptions
are true. | call these heuristic probabilistic algorithms. Only two of the algorithms presented,
including exhaustive search, are deterministic and guaranteed to work on all inputs. The running
times given are the worst case running times, and happen to be within a constant factor of the
expected running times.

The fact that we define the discrete logarithm to be the smallest positive integer £ such that
o* = /3 isnot a big restriction. Suppose we could solve for some positive integer % such that
oF = 3. Then we have a probabilistic algorithm for finding the order of « in O(log(N)) group
operations (see appendix A.6 for details). We can thus find the smallest positive integer & such
that o* = 3.

It iswell known than all finite fields of the same order are isomorphic and have prime power
order. Hence we can refer to the field of order ¢ for any prime power ¢. We denote the field of
order ¢ by GF(¢), the Galois Field of order ¢, after the French mathematician Evariste Galois
who started the study of finite fields. It is aso often denoted F ,. For any integer n, we denote
the integers modulo » by Z,,. For prime p, Z,, is afield of order p, and thus also GF(p). One
way to represent GF(p"), for a prime p and positive integer n, that will be useful for solving
discrete logarithms, is as GF (p)[z]/(f(z)), the GF(p)-ring of polynomialsin z modulo f(z),
for anirreducible f(z) of degree n.

| assume throughout that we know the size of the fields and the representations of the fields
lend themselves to efficient (with respect to the group multiplication) basic arithmetic operations,
including addition, comparisons, and inverse-taking. | assume that the prime subfield GF(p) is
easily identified with Z ,, and that given any basis for GF(q) as a vector space over Z,, we can



efficiently find the coordinates of any element with respect to thisbasis.

Algorithms for finding logarithms in GF(¢) often take advantage of the way we represent
the field. In the case of a polynomia ring modulo an irreducible polynomial, we sometimes
want the irreducible to have a specific form. We note that it suffices to find one representation
in which we can solve the DLP. We know that al finite fields of the same order are isomorphic
and | show here how to construct these isomorphismsefficiently. Thisis discussed in [Zie74] and
[OdI85] in the case that we have two representations of GF(p™) of the form GF (p)[z]/(f(z))
for two different irreducibles f(z). Deterministic algorithms are discussed in [Len91]. Assume
we have identified the subfield GF(¢1) of GF(¢) in both representations, and we can efficiently
represent elements with respect to a basis over GF(¢;) (we could let ¢; be the characteristic, for
example). Also assume that we have an isomorphism between the two representationsof GF (¢1).
Suppose ¢ = ¢7"*. Find anirreducible, f(X), of degree n, over GF(¢;). Find aroot of f(X) in
each representation of GF(¢), o and @. There exist efficient randomised agorithms for finding
irreducible polynomials (see [Nie91]) and for factoring polynomials (see, for example, [Ber70],
[CZ81]). An isomorphism is then defined by ¥'(«) = @. Linear algebra over GF(q;) alows
us to efficiently represent arbitrary elements as a GF(q1)-linear combination of powers of « or
@, and thus we can efficiently evaluate & or ¥~ at any element. We may also select a different
generator, o, instead of «, since we know log,, () log,,, (@) = log,,, (3) modulo N.

To solve logarithms in a given field representation with respect to a given base, we can pro-
ceed as follows. Find an algorithm for solving logarithms to the base ~ in our representation
of choice. Find an isomorphism ¥ between the given representation and our representation.
Solve for log., (¥(/3)) and log. (¥(a)) in our representation. Use these two results to solve for
logy () (¥(/3)), whichis by theisomorphism equal tolog , (53).

Besides exhaustive search, whichisa O (elog(‘I)) group operation algorithm for afield of order
q, there are two general classes of algorithms for solving the DLP on a classical computer. The
first class contains algorithms which bring the running time down to O (¢ %) = O(el%_q) group
operationsor lessif ¢ — 1 hasno large factors. These are discussed in Chapter 2, and work in any
finite cyclic group. Chapter 3 covers the second class, referred to as Index Calculus techniques,
which for most finite fields give rigorous probabilistic algorithms with expected running time

1
¢Ollogalogloga)2)y Heyristic probabilisticindex calculus algorithms exist with the same running
time for al finite fields. For many finite fields, there are heuristic probabilistic algorithms with
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expected running time ¢© (log9)® (loglog9) %)) 1t seems possibletherefore, to construct finite fields
for which finding discrete logarithmsis intractable, at least on a classical computer.

However a quantum computer would reduce the expected running time down to a polynomial
number of quantum operations. The possibility of ever creating a device to perform such calcu-
lations is an open problem and currently an area of active research. | briefly discuss quantum
computers and a discrete logarithm algorithm in Chapter 4.

Most of the information contained in this thesis is a survey of known techniques. Some of
theresultsare original, including sections 2.4 and 3.3.2, appendices A.7, A.1, and A.4, Algorithm
2.2.2, aswell as parts of other sections where | generalise some results and point out what seem
to be problems or errors in the literature. | have made every effort to cite the ideas | have taken
from others, or ideas | have come up with independently but later discovered to already exist in
the literature.



I conclude the introduction with a section to introduce some basic notation used in the subse-
guent chapters, followed by a brief summary of known integer factoring methods.

1.1 Basic Notation

One notion that is used in many of the algorithmsiis that of smoothness. Intuitively, an element
is smooth if it can be easily factored into a product of other elements of small size; an element
is k-smooth if it can be factored into a product of elements of size at most . | give two specific
examplesthat are used in later sections. Let k& be a non-negative integer.

Definition 2 Aninteger NV is k-smooth if each of the prime factorsof NV isat most k.

Definition 3 A polynomial f(z) € R[z] is k-smooth if all the irreducible factors of f(z) have
degree at most k.

For twointegersae and N, N > 0, by « mod N | mean theleast positive element congruent to ¢
modulo N. For two polynomialsa(z) and f(z), by a(z) mod f(z) | mean the unique polynomial
of degree lessthan the degree of f(x) that iscongruent to a(z) modulo f(z).

| denote tuples or vectors with a bold variable, and their corresponding entries are denoted in
italics by the same variable with subscripts, for example, y, with entries o, 41, - - ..

1.2 Factoring

There exist efficient probabilistic algorithms for testing primality, however there seem to be no
efficient randomised algorithmsfor factoring any integer NV intoitsprime factors. It sufficesto find
an algorithm for factoring any composite into two non-trivial factors. Factoring is an important
part of many discrete logarithm algorithms that will be discussed later, so | give a brief overview
of the current state of the art. Sometimes we want to factor the number completely, while other
times we just want to find its small factors, or test if itsfactors are smaller than some value.

Pollard’s rho factoring algorithm has a heuristic expected running time of O(,/p) modular
multiplicationsto find a factor p of N. Thisisgood for finding small factors of N, and it only
requires space for O(1) group elements. A rigorously proven deterministic algorithm that will
find the least prime factor of N less than m in time m '/2*°(1) js the Pollard-Srassen method,
described in [Pom82]. This method seems to require m !/2+°(1) space aswell. | am not aware of
any rigorous techniques that require the same time but less space.

Pollard’s (p — 1)-algorithm will usually find a prime factor p in O (B log(N)/log(B)) mod-
ular multiplications if every factor of p — 1 is a most B. The dliptic curve factoring algo-
rithm is a generdisation of Pollard’s (p — 1)-algorithm with heuristic expected running time

e(V2+0(1))(log(p) log log(r))'* for uncovering a factor p. Thus it should factor a general integer
N intime e(1+e(1))(log(N)loglog(N))'/*

Pomerance [Pom87] rigorously shows that elliptic curve methods can be applied to uncover
the prime factors of IV in the set S(m) with probability at least 1 — log(N)/N in expected time
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O (log(N)e2(1es(m)®/"}) where S (x) is a certain set of primes less than z. He shows that 7 (2) —
|S(z)] = O(ac/e%k’g(x)lm), that is, most primes lessthan m liein S(m).

We can efficiently remove all factorsof 2 from an integer, and detect and factor prime powers.
Thuswe only need to worry about odd integers with more than one distinct prime factor. Given an
odd integer N, with w(N) = k > 1 distinct prime factors, there are 2% positiveintegers, = < N,
with 22 = 1 mod N. If we find any non-trivia one, then ged(z — 1, N) will be a non-trivia
factor of N. Several algorithms are based on this principle, and these are called random squares
algorithms. Many attempt to find such x using index calculus methods we describe in chapter
3. The quantum computer algorithm given by Shor [Sho94b] is a random square algorithm. The
guadratic sieve factoring algorithm isarandom squareindex cal culusalgorithm and has aheuristic
expected running time of ¢(1+e(1)(os(n)loglog(n))'’* " The general number field sieve is another
with a heuristic expected running time of e ((8/3)*/*+0(1))log(n)!/* loglog(n)*’* " pomerance [Pom87]
describes a rigorous algorithm with expected running time e (V2+o(1))(log(r) loglog(r))' /2

Lenstra and Pomerance [LP92] devised the currently fastest known rigorously analysed algo-
rithm with an expected running time of of e (1+e(1))(log(n) log log(n))' /2

Much of thisbrief summary was obtained from chapter 3 of [MvV 96] where more details and
relevant references can be found.

Note that a discrete logarithm algorithm for subgroups of Z 3, would give a randomised al-
gorithm for factoring odd N. This is because a discrete logarithm agorithm would allow us to
compute the order of elements in the group Z3;. This can be used to factor N as is done with
Shor’s quantum computer factoring algorithm [Sho94b], sinceif we have an element « with even
order 2k, and a* # —1, we can find a non-trivial factor of N.



Chapter 2

General Technigues

| describe three techniquesfor finding logarithmsin any cyclic group. Thefirst algorithm does not
require knowing the order of the cyclic group, and in fact McCurley [McC90] points out that it
was developed in order to find the order of elements (see appendix A.6). The second requires the
order of the group asinput. The methods of sections2.1 and 2.2 are called square root techniques,
because their running times are roughly proportional to the square root of the order of the group.
Section 2.3 outlines a method which also requires the order and exploits any known factorisation
of IV, using any applicable discrete logarithm a gorithm as a subroutine, including the square root
methods. In section 2.4 | describe the applicability of the last method to finite fields.

2.1 Baby Step Giant Step algorithm

For this algorithm we will need an efficiently testable order relation on the elements of G. Thisis
discussed at the end of the section. Consider comparisons to be group operations. The first step
isto build up a sorted database. Let m be the size of the database; the database will contain m
ordered pairs, each containing an integer from 1 to m, and an element from G. Algorithm 2.1.1
outlinesthe main steps.

Since k = i + myj for some integers j and ¢ satisfying0 < ¢ < m, 0 < j < N/m, we
know this algorithm will find the answer within N/m iterations of Step 2. For a chosen m, the
precomputation takes O (m log(m)) group operations. Finding a particular logarithm then costs
O(E log(m)) group operations. If we want to minimise worst case or expected running time, we
should select m to be roughly +/N. We could increase the speed of finding individual logarithms
by spending more time on the precomputation. Likewise, we could decrease the memory require-
ments and the precomputation time at the cost of increasing the time spent on finding individual
logarithms.

There are several aternatives for what we compute for the database, and what we search
for. We could, for example, precompute o™, Sa' or Sa™! and then search for matches with
Ba~7,a7™ or ™ respectively. The database we describe does not involve m or 3, and thus
can easily be enlarged to allow for faster postcomputation of logarithms, and applied to find the
logarithm of any element in G.



Algorithm 2.1.1 Baby-Step Giant-Step Algorithm
1. Select adatabase size m.

2. Compute and sort the set of ordered pairs 7 = {(a',i),i = 0,1,...m — 1}. Thisrequires
m group multiplications, by the same element «. To produce the sorted list thus costs
O(mlog(m)) moves and comparisons, and O (m) multiplications.

3. Precompute o~™. Since we just computed up to o™ ~*, this costs one multiplication and
one inverse operation. Set j = 0.

4. Compute Sa~™7, and search for it in the database. This costs one multiplication and
O(log(m)) comparisons each time.

5. If no match isfound, increment j and go to step 4; otherwise go to step 6.

6. When we get a match we know that 3 = a*tm7,

With regards to the order on G, if each element has an efficiently computable canonical rep-
resentative with respect to some alphabet, then lexicographic order will suffice. Any efficient
injectivemapping f : G — Z, where theintegers are represented in standard binary notation, will
work. If we count this mapping as a group operation, it does not affect the running time given.
It suffices that the preimage of f for any element issmall. If the largest preimage size is r, then
Step 3 will only be sowed down by the cost of testing up to » possible matches. In practice one
might use a hash function or a hash table, and reduce memory requirements, time spent searching,
or both.

The baby-step giant-step method is described in the solution to exercise 17 on page 575 of
[Knu73]. Itisdescribed for thecasethat G isGF (p) *, but it appliesto any group. Knuth attributes
it to anidea of D. Shanks. Heiman [Hei92] gives a general formulation of this algorithm, which
allows us to target exponents with specific structure. Suppose we know the solution liesin a
subset X of the integers modulo V. Find two sets A and B suchthat X = A 4+ B modulo N.
By A+ Bl mean{a+bla € Ab e B}. By X =Y modulo N, | mean {z mod N|z € X}
= {ymod N|y € Y}. Store a sorted list of the values (a%, a) for dl « € A. Then search for
Ba~b with b € B until a match isfound. This requires O(|A|log|A|) group operations for the
first phase, and O(|B|log|A|) group operations for the second phase. The space complexity is
O(|A]) group elements. Clearly | X| < |A||B|, soin the best case, this technique can reduce the
method to roughly +/]X| group operations. Some examples of restricted sets of exponents are
exponents with bounded or fixed hamming weight, or exponents with some digits fixed in some
base representation. See [Hei92] and [MvV96] for more details.

2.2 Pollard’smethod

Pollard [Pol 78] presents a method that has about the same running time as the baby-step giant-step
agorithm, but only requires space for O(1) group elements.

Partition G into three sets of roughly the same size, S, S, and S5. Recursively define a
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sequence z;,: = 0,1,...asfollows. Let xo = 1,andfor al ¢ > 0, let

ox; ifz; € 51
$i+1:{ ztifz, €8, .
Ba; if x; € S3

Consequently, z; = a% 3% for an easily computable pair of sequences {a;} and {b;} modulo
N. If wedo not know N, we could not reduce modulo N, and the space requirements for these
elements would be exponential in :. It suffices to know a small multiple of N. This sequence
will eventually cycle, thus producing a p-shaped sequence. The general outline of the algorithmis
givenin Algorithm 2.2.1.

Algorithm 2.2.1 Pollard’s method
1 Let zg = 1,a90 = by = 0. Compute the sequence of 6-tuples, (z;, a;, b;, x2;, az;, bz;),
1=1,2,3,...until weget x; = xo;.

2. Compute m = a; — as; mod N and n = by; — b; mod N. Consequently o™ = 5. It thus
followsthat nk = m mod N, where k = log, (3).

3. Letd = ged(N,n). Solve 5k = m mod N/d.

| show in the appendix that the expected value of d = ged(n, N') isat most d( V), the number
of divisorsof N, provided » is selected uniformly at random from the set of integers modulo V.
It is easy to see that d(n) < 2+/N since there is one-to-one correspondence between divisors of
N lessthan /N and those greater than /N Infact, we know that d(N') = N°() ([HW56], page
262).

So assuming that the expected greatest common divisor of » and IV is about the same as
for a randomly selected integer » between 1 and NV, the expected time to be able to solve for
the logarithm modulo a divisor of size at least N/2d(N) is 2 repetitions of the pseudo-random
walk. At each iteration we randomise by replacing 5 with 5« for some randomly chosen positive
integer » < N. Once we have theinteger k,0 < k < N/d, suchthat 5 = a*+N/d for some
i,0 < i < d, wesolvefor i. We do this by solving for log ,, (31) modulo d where a;; = ¥/ and
pr= ﬁ/ak-

The collision z; = x4; will occur precisely when : is a multiple of the length of the cycle
part of the p, and greater than the tail length. This method for finding cycles has been attributed
to Floyd [Pol 78, MvV96]. Thefirst 7 for which z; = x5, is caled the epact [Pol78]. Pollard
points out that for a true random mapping on GF(p) * the expected value of the epact is close to
V7op/288 ~ 1.0309,/p. His experiments gave a mean value of 1.08 for the constant, with some
values as large as 3,/p. Inhiscase, S; = {z|'5tp < @ < ip}. Assuming that the expected
epact is O(v/N), and assuming that d = ged(n, V) behaves as it would for a random integer »
from 1 to N, the expected running time to solve for the logarithm modulo N is at most O(v/'N)
operations.

However, depending on the choice of sets.S; and of « and 3, the epact could be O (N'). With
some minor modifications, we get a heuristic probabilistic algorithm. Picking the .S'; randomly is
computationally infeasible. The sets must be defined by some simple rule, since we do not want
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to affect the time or memory requirements of the algorithm to store them explicitly. A pseudo-
random function f : G — {1,2, 3} isa possibility. Some pathological partitionswe likely want
toavoid are, for example, letting S, be a sequence of consecutive multiplesof «, or .S3 aseguence
of consecutive multiplesof 5. This problem could be overcome by randomising the choice of «
and 5. More importantly S5 should not be a sequence of iterated squares. Randomising will not
help this problem, but we could slightly modify the random walk so that z ;1 = ax; if z; € Sy,
for example. Pathological partitions seem unlikely, if for example, using the lexicographic order
on the binary representation of group elements, welet S, bethefirst third, S; be the second third,
and S5 betherest. Thisiswhat Pollard doesin his example with GF (p) *.

Algorithm 2.2.2 describes a way to get a heuristic probabilistic algorithm for finding log ,(3)
with expected running time O (v/N). Let A be the set of generators of G. Assume there exists
some constant ¢; > 0, such that for our "reasonable” choicesof S;, there existsa subset of A x G
of size at least ¢1|A||G|, such that the expected epact for each («, 3) in that subset is at most
c2V/'N for some constant ¢,. Another assumptionisthat for the n in step 2 of Algorithm 2.2.1, the
probability that gcd(n, N) < N€isat least 1/2 for some positivee < 1.

Algorithm 2.2.2 Heuristic probabilistic version of Pollard’s method
1. Randomise the input by selecting uniformly at random a positive integer » < N, coprime
with N and a non-negative integer b < N, replace o with ", and replace 3 with 3a®.

2. Compute a sequence of 6-tuples, (z;, a;, b;, 22, az;, ba;), @ = 1,2,3,... until we get z; =
x9; Or until ¢ = e9/N. If we do not get a match, go back to step 1.

3. Continue with steps 2 and 3 of Pollard’salgorithm, Algorithm 2.2.1.

Given log,, (8a®) = k mod N/d, we know log,, (8) = rk — b mod N/d. We expect to get
amatchin g—jﬁ steps. Since ¢, and ¢y are fixed, the expected running ti meisO(x/N) for each
collision, and now we can apply the earlier analysisto get a heuristic probabilistic algorithm with
running time O (v/N) group multiplications.

Pollard also outlinesa A-method, which he describes as a method for catching kangaroos. Itis
useful when thelogarithmisknownto lieinaspecific interval of an arithmetic sequence. Heuristic
arguments suggest it should usually work intime O ( \/w) where theinterval contains w elements,
for most elements. Some randomisation could change it into a heuristic probabilistic algorithm.

2.3 Subgroup technique

Let N = pipaps...p:. The integers p; are not necessarily distinct or prime. Suppose &k =
log,, (8). We know

k=014 ba(p1) + b3(pop1) + ...+ b1 (Pr—2pt—3 - . . p1) + be(Pt—1pt—2 . - . p1)
for uniqueintegers b; satisfying0 < b; < p;. Let oy = oN/Pi_ Let

51. — abi(pi+1pi+2~~~pt)+...+b2 (pspa...pt)+b1 (p2p3~~~pt)‘
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Note that
b;

ﬁflpznpi—l — abiN/pi — o

This explains step 2 of Algorithm 2.3.1. We have 3, = 8 and for ¢ > 1 we can compute 3; from
Bi—1 oncewe know b;_;.

Algorithm 2.3.1 Subgroup technique
1 Setfy =B, a; =aNP =1,

2. Compute b; = log,,.(8;"7* ).

3. If i = t, goto step 4. Otherwise, set 3,41 = B;a~bilPit1-2) Compute a4y = aN/Pit1,
Increment ¢ and go to step 2.

4. Thelogarithmisk = by+byp1+03(pep1)+. . Abi—1(Pe—2pt—3 - - . p1)F+0e(Pe—1pi—2 ... p1).

The algorithm we describe here is a generalisation of what is commonly referred to as the
Silver-Pohlig-Hellman algorithm. Pohlig and Hellman [PH78] restrict their description to prime
power factorisations, solve modulo each prime power separately, and then combine the answers
with the Chinese remainder theorem. Pollard [Pol 78] briefly but undoubtedly describes the tech-
niquel give here, giving an example with IV factored into any two numbers. According to Pollard
[Pol 78], the idea of using the factorisation of the group order isdueto Silver. Pohlig and Hellman
write that thisideawas discovered independently by Silver, and later by Schroeppel and H. Block.

Pohlig, Hellman [PH78], and Pollard [Pol 78] describe the idea of solving the logarithm mod-
ulo factors of NV using techniques that take time proportional to the square root of the factors.
These agorithms were described for GF (p)* where p is a prime, but the techniques apply to
any cyclic group. Thiong Ly [Thi93] gives a "seria version” of the Pohlig-Hellman algorithm,
which is essentially what | presented here. Both [Thi93] and [PH78] specify using the baby-step
giant-step algorithm and a prime factorisation.

One possible advantage of the Pohlig-Hellman description of thisalgorithmisthat it is easily
distributed to several processors, and the answer can be combined as the various partial results
are computed. More generaly, let N = [];_; n;, where the n,; are pairwise coprime. Then using
Algorithm 2.3.1 with any factorisation of n;, solve for [; = log_n/», (BN fori = 1,2,...r,
on r different processors.

If we use the baby-step giant-step algorithm as a subroutine, Algorithm 2.3.1 is deterministic
withrunning time O (tlog(N) + Y_i_ log(n;)+/n;) group operationsand requires O (max{/n; })
group elements of space. If we use Pollard’salgorithm as a subroutine, we get a heuristic expected
running time of O (¢ log(N) + >°t_, /7;) group operationsand aO (1) space space requirement.

I made the following observation in the case of finite fields [M0s95] and state it here for a
genera group.

Observation 1 Thediscretelogarithmprobleminacyclic group of order NV can be reduced to the
discrete logarithm problemin a collection of subgroups with the property that each prime factor
of N dividesthe order of at least one of the subgroups.
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If we do not have a factorisation of N into primes, we could replace the word prime with
effectively irreducible. | refer to methods of this sort as subgroup techniques.

2.4 Subgroup techniquesapplied to finitefields

It wasmentioned in [OdI85] that fiel dswith large subfiel ds should be avoided for usein cryptogra

phy because the added structure might be exploitable by an adversary. Cited as an exampleisthat
the field GF (p?) is about as safe as GF(p) if p + 1 issmooth, and thus one would be better off

using GF(q) for some prime ¢ of size roughly p2. | describe here how thisis so, and generalise
to any field with non-trivial subfields. The reason boils down to Observation 1. Note that if the

bottleneck subgroup of GF(q)* isasubgroup of the multiplicative group of a subfield of GF(q),

we only need to implement index cal culus techniques in the subfield. This explainswhy GF(p %)
isabout secure as GF(p) if p+ 1 issmooth.

The index calculus techniques which | describe in Chapter 3, are usualy much faster than
the square root techniques unless the order of the field is smooth. But for fields GF(p ") with
subfields, it may be possible, though unlikely as n — oo, that the only large prime factors of
p" — 1 areactually factorsof p® — 1 for somea | n,a < N. Inthiscase, we could apply the index
calculus methods on some of the subfields, and find the logarithm modul o the remaining factors
of p™ — 1 by sguare root methods.

For example, for thefield GF (2186), we notice that

21861 = 7x658812288653553079+2147483647+32+529510939+2903110321+715827883,
293 _ 1 =7 % 658812288653553079 + 2147483647,

262 _ 1 = 3 % 2147483647 * 715827883,

231 1 = 2147483647,

26 _1=232x%7,
2 _1=71,
and2? — 1 = 3.

The bottleneck in using the square root methods would be finding the logarithm modulo
658812288653553079 which would require approximately 10° field operations. We observe
that the only factors which do not appear in the order of a proper subfield are 529510939 and
2903110321. The logarithm can be solved modulo these factors using square root methods in
roughly 10° field operations. We can solve modulo 715827883 by square root methods or by
implementing index calculus methodsin GF(26%). We can solve modulo 2147483647 by square
root methods or by index calculus methodsin GF(231), or we could do more linear algebrawork
with the GF(2°%) database, but it should be faster to work in GF(23!). We can solve modulo 7
and 32 using the subgroup methods with any algorithm as a subroutine. Lastly, to solve modulo
658812288653553079, we could apply Coppersmith’s index calculus technique in the subfield
GF(2%%), which my calculations suggest is possible with less than 10 ® smoothness tests and a
factor base of size roughly 103.
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If, on the other hand, we just apply Coppersmith’s technique in GF(2186), my calculations
suggest that it will require roughly 10 7 smoothness tests before we find enough equations for our
database of size roughly 10%.

| now characterise precisely what number we can solve modulo, by solving the logarithm in
proper subfields. The ideaisthen to decideiif it isworthwhile to solve the logarithm with square
root methods or index calculus techniques for the various factorsof N = p™ — 1. We can solve
the logarithm modulo p® — 1 for any « dividing » and less than », by only workingin GF(p®).
Consider the polynomial 2™ — 1. We know that 2z — 1 = [, (¢ — &') for some primitive nth
root of unity, £. The nth cyclotomic polynomial is

e.r)= [ (-

(¢,n)=1,0<i<n

For a|n, we have

a—1

x“—l:H(x—f

=0

So 2® — 1 divides (2" — 1)/®,,(x) for dl positivea < n, a|n. Infact,

in

a).

My acn (2 = 1) = (27 = 1) /B ().

Thus any prime factor of (p™ — 1)/®,,(p) must dividep® — 1 for some proper divisor, a, of n. We
can solve for the logarithm modul o those primes by only working in proper subfields of GF(q).

Definition 4 Let A(n, p) bethelargest factor of ®,,(p) which iscoprimeto (p™ — 1)/®,(p).

Observation 2 Solving for logarithmsin GF(¢) * = {(«) can be reduced to finding logarithmsin
its cyclic subgroup of order A(n, p) and in the multiplicative groups of its subfiel ds.

To solve logarithmsin (o N/4("?)} ' we could implement index cal culus methods, but only do
the linear algebra modul o the known factors of A(n, p), or we could apply square root methodsin
its known subgroups.

I made these observations during my research at the University of Waterloo in the summer of
1995.
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Chapter 3

|ndex Calculus Techniques

The techniques of Chapter 2 do not exploit any additional structure that might exist in the finite
group. Index Calculus methods can be advantageous when we have relatively fast methods for
representing group el ements as products of elements from a small subset of the group. In the first
section, | describe the index calculustechniquein general. In the second section, | discussthelin-
ear algebraphase of the algorithm. In the third section, | give details of arigorousimplementation
for fields of the form GF (p"), represented as polynomialsover GF (p) modulo an irreducible of
degree n. Such fields with characteristic 2 are used in the applications mentioned in [CW94] and
[LB92]. Some cryptosystems use these fields because GF (2) and its extensions are very conve-
nient to work with on binary computers. | also describe modifications to the rigorous method that
makes it more practical for implementation in large fields, and suggest some other techniques as
well. The subsequent sections overview other implementations of index calculus methods for the
discrete logarithm problem in finite fields.

We can easily identify an n-tuple over aring R witheither ann x 1 or al x n matrix over R.
| do thisimplicitly throughout this chapter.

Detailed surveys of discrete logarithm methods for finite fields include [OdI85], [McC90],
[OdI94], and [SWD96].

3.1 BasicMethod

The first task is to identify a subset .S’ of the group G which will be used as a factor base. Once
this set has been picked, the algorithm has three phases which are described in Algorithm 3.1.1.
Let N be the order of the group. This algorithm succeeds with probability at least 1/2 on every
input, and thus can be repeated to yield a probabilistic agorithm.

The larger we select the factor base S, the easier it is to obtain these relations, however we
will consequently need more of them for Phase 3 to work with probability > 1/2. We must
bal ance these two effects when selecting .S. Note that this method does not use the fact that o isa
generator. Full rank isnot necessary. We are only interested in the tuplefor 5 lyingin the column
span. Suppose the tuples generated in Phase 1 and in Phase 3 are all generated independently at
random with the identical distribution. By ©(V') we denote the number of prime divisors of NV,
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Algorithm 3.1.1 Basic INDEX CALCULUS algorithm

Phase 1: Equation Generation

Search for multiplicative relations between elements of S and «. These provide linear rela
tions modulo N between the logarithms of elements of S = {s;}. For example, if we find that
s{t 552558 = s4*sg®aY, thenit follows that

ay log, (s1) + azlog, (s2) + azlog, (s3) = aqlog, (s4) + aslog, (s5) + y.

Let & = |S|. From the jth relation, extract a k-tuple (a1, a;2,...a;:) and a coefficient y;
satisfying [TF_, si7" = a¥.

Create a matrix A whose columns are the k-tuples of integers a;, also referred to as the database
of relations.

Let a be the k-tuplewith a; = log,, s;, which therefore satisfiesa4 = y mod N.

Find enough relations so that the &-tuple we find in Phase 2 has probability at least 1/2 of lyingin

the space spanned by the columns of the database.

Phase 2: Represent 5 asatuple
Represent a given element 5 as a product of integer powers of elements of S and «. Given
8 = a* 1% itfollowsthat log,, (8) = 3 b log, (s;) + k = (a- b+k) mod N.

Phase 3: Represent b asa Linear Combination of Database Relations

It may not be possibleto solveaA = y for a uniquely, but thisis not necessary if we only want
a-b.

Solve the system Az = b. Given asolution z, it followsthat a - b = a(Az) = (ad)z =y - z.
Since we know y, we can find a - b, which gives us the answer we seek.
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counted with multiplicity. Lovorn-Bender and Pomerance [BP96] show that if we have 2Q(N)|S]|
relations from Phase 1, then the probability that a new k-tuple (namely b) liesin the span of the
existing ones is greater than 1/2. This result was modelled after a result in [Lov92]. Hellman
and Reyneri [HR83] have a similar result using the Chebyshev inequality (see appendix for a
correction).

| have not yet said anything about how to obtain these relations. Schnorr [Sch93], for exam-
ple, in the case of GF (p), where p is prime, suggestsa method using Diophantine approximation
which reduces to finding low-weight elements of alattice. He solvesthe logarithm problem mod-
ulo aprime of size roughly 2°. The lattice basis reduction problem to which he reduces the DLP
for a prime of size roughly 2512 seemsto be intractable with currently known | attice basis reduc-
tion algorithms. It is not clear to me how to select parameters optimally, or how this technique
compares to other algorithms.

A common thread between what are called Index Calculus algorithmsis the idea of a factor
base, between whose elements we find multiplicative relations. We then perform linear algebra
operations on the tuples corresponding to the exponents of the factor base elements in these mul-
tiplicative relations and derive useful information.

Such use of a factor base seems to date back to the work of Kraitchik (see [Pom85]). The
applicationto computing logarithmsis attributedto A. E. Western by J. C. P. Miller in [Mil75], and
is described in [WMG68]. Its application to factoring is described in [Mil75]. In [Pol 78], Pollard
notes the use of the techniquesin [WM®68] by Miller for factoring in [Mil75], and describes how
they would be used for computing discrete logarithmsin GF (p). Odlyzko[OdI85] and McCurley
[McC90] note that this algorithm was a so rediscovered by Adleman and Merkle.

3.2 Linear Algebra

Gaussian elimination, with some minor modificationsif N isnot prime (see [Lov92] or [McC90]
for example), solves Phase 3in O (M?) operationsin theintegers modulo N where M isthe larger
dimension of the system. These linear systems are usually sparse, that is, most coefficients are 0.
In the discrete logarithm algorithms | describe, the total number of non-zero entriesis M *+o(1),
If the entries are elements of afinite field, other methods, both heuristic and rigorous, are known
which require expected time M2t°(1) as M — oo [Wie86, KS91, LO91b]. When we try to
implement algorithms with running times of A7 2+°(1), the problems associated with singular or
non-square systems, and with working modulo composites become less trivial to overcome, at
least rigorously.

We can reduce the matrix solution step to solving the system modul o each prime power factor
of N, or any set of relatively prime factors of N, and then applying the Chinese Remainder
Theorem. However, we might not have the factorisation of NV, and it would be nice not to make
thisstep depend onfactoring V completely. | follow the suggestionin [COS86], [Pom87] and later
in [Gor93], where we have to solve a system modulo N without knowing the prime factorisation
of N. We can efficiently test to see if IV is a perfect power. By perfect power | mean n® for
some integers n, a > 1. We can then apply Hensel lifting (see appendix A.2) if the system is
non-singular modulo n. For the case that V is not a perfect power, the ideais to proceed modulo
N asif N was prime, using the Extended Euclidean Algorithm to compute inverses whenever
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necessary. The claim isthat this procedure will either produce a solution modulo IV, or will stop
because an inverse could not be computed. The latter case gives us a non-trivial factor of vV, and
we can continue modul o the new factors now known. The same idea can be applied with Gaussian
elimination in the case of composite NV, and it is likely that this can be done with other sparse
matrix techniques.

For any such technique, it needs to be checked that with some expected running time, the
technique will either succeed in solving the system, or fail but uncover a factor of N. It iscon-
ceivable that some algorithms might run much longer modulo composites, or might not uncover
factors when they fail. We still need to deal with the case of singular systems. As| mention in
section 3.2.1, | am not yet convinced that we have a rigorous method with running time A7 2+o(1)
for solving a system (with larger dimension equal to M) modulo p“, ¢ > 1 if it does not have full
rank considered modulo p for each prime, p, dividing n. In section 3.2.2 | note that thisis not a
problem for the index calculus algorithm | describe. The reason is that we can solve modulo a
factor of NV which has each distinct prime factor of [V asadivisor.

3.21 Wiedemann’'salgorithm

I now discuss Wiedemann’s techniques [Wie86] for solving sparse systems. These techniques
only make use of the fact that multiplyingan M x M matrix by an M x 1 matrix can be donein
fewer than O (M?) coefficient operationsin the case of sparse matrices. Other matrices, such as
Toeplitz matrices, also have fast algorithms for multiplication (see appendix A.5).

Sparse matrices will be represented as a list of elements and their co-ordinates, so a sparse
matrix with only w entriesonly requires space for w coefficients and coordinates. For our purposes,
we will assume that w = M+°(1) and thus the matrix multiplications can be done in Af 1+o(1)
coefficient operations. For example, to compute y = Ax, initidisey to 0, and then go through
the list of coefficients. For each (¢, 7, ¢), with ¢ being a coefficient with coordinates : and j, add
cz; totheithentry of y.

The entire algorithm has an expected running time of A7 2+°(1) coefficient operations if the
coefficient ringisafield. By the Chinese Remainder Theorem it sufficesto solve a system modulo
aset of relatively prime factors of N. However, we might not know the factorisation of N. Since
we have algorithms, rigorous ones aswell as heuristic and practical ones, for finding all the prime
factorsof IV lessthan M *+°(1) intime A721°(1) | we could assumethat V is either a prime power,
or composite with more than one distinct prime factor, each of size at least M *+°(1), To preserve
rigour and the M *+°(1) space requirement, we assumethat IV iseither aprime power, or composite
with more than one prime factor, each of size at least 3M 2.

When we refer to the product of two sparse matrices, we do not actually multiply them to-
gether, since the product might no longer be sparse. We store both matrices in sparse format, and
to compute A Bx we use the associativity of matrix multiplication and compute A(Bx).

| describe Wiedemann’'s algorithm 1, which is a probabilistic algorithm for solving Ax = b
over afield. He also gives deterministic algorithm 2. His algorithm seeks a minimal polynomial,
m(z), of As where Ag is the linear transformation induced by A on the subspace spanned by
{b, Ab, A’b .. }.

19



Let F beafinitefield. A sequence of elementsrg, r1, . . . from avector space over F issaid to
obey alinear recurrence of length » if there exist co, ¢1, . ..¢cn—1 € F, ¢, = 1, with the property
thet cor; + cirjp1 + ...+ curjpn = 0, foral j > 0. The minima polynomial of a linearly
recurrent sequence of elements is the monic polynomia S ¢;z* of minimum degree such that
corj+c1rje1 + ...+ enrjyn = 0, foral j > 0. Notethat m(z), the minimal polynomial of A s,
isalso the minimal polynomial of b, Ab, A%b, .. ..

Working over a field, Wiedemann makes clever use of the fact that the minimal polynomial
for As isamultiple of the minimal polynomial of the sequencec - b, cAb,cA?b, ..., wherec is
any randomly chosen row tuple. The Berlekamp-Massey algorithm, well-known in coding theory,
will recover the minimal polynomial of a sequence of degree < & in O (k%) field operations given
thefirst 2k terms of the sequence. | break up the analysisinto several cases.

Non-singular, square, modulo p

With Algorithm 3.2.1, we address the case of A an M x M matrix, non-singular modulo the
prime p, and of solving Ax= b modulo p.

Algorithm 3.2.1 Wiedemann’s probabilistic algorithm 1
1 Setby =b,i=1.

2. Select arandom 1 x M matrix ¢, and use the Berlekamp-Massey a gorithm to recover the
minimal polynomial, f;(x), of the sequencec - b;, cAb;, cA%by, . . ..

3. Apply fi(A) tob; to produce by = f;(A)b.

4. If bj11 = 0, stop. Otherwise, increment  and go to step 2.

Note that the minimal polynomia of b; is m(z)/[1;., fj(z) and m(z) = ] fi(z). The
expected number of repetitions with random choices of ¢ isO(1) [Wie86, KS91]. If A is non-
singular then so is A and the constant term of its minimal polynomial will be invertible. We
can thus solve for x by noting that if cob 4 ¢;Ab + ¢3A?b + ... + ¢, A"b = 0, then x =
cgl(clb 4+ cAb+ ...+ an”_lb)7 satisfies Ax = b.

Algorithm 3.2.2 followsthe description of the Berlekamp-Massey algorithmin [LN86]. Given
a sequence so, 51, . . . 51, With minimal polynomial of degree k, let G (z) = Y25 s;2". The
agorithm involves recursively computing two polynomials, g ;(z) and h;(z). After the 2k steps,
the minimal polynomial is derived from the reciprocal of g (). A proof that this polynomial is
actually the minimal polynomial can befoundin [LN86].

These methods will work to solve a non-singular system modulo a prime.
Non-singular, square, modulo n¢, a > 1

If the system is non-singular modulo =, we can find a solution modulo n, then lift it to a
solution modulo n®, by a procedure that is referred to as Hensel lifting (see appendix A.2). We
thus reduce this case to the following situation.

Non-singular, square, modulo N, N not a perfect power

Let N =] p‘;j be the prime power factorisation of N, N not a perfect power. To solve the
system modulo NN it suffices to solve it modulo p‘;j for each p; and apply the Chinese Remainder
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Algorithm 3.2.2 Berlekamp-Massey Algorithm
1. Initidlisego(z) = 1, ho(z) = z, and mg = 0.

2. Let b, be the coefficient of «! in g,(#)G(z). (Note that this corresponds to Z‘j":o Gi jSi—j,
where g;(z) = S0, g; 2t d; < i)

3. We then recursively compute, for ¢ from 1 to 2k — 1:

4. git1(z) = gi(z) — bhi(x), and

bl { bi_lxg,'(x) if b; £ 0andm; > 0,
S or zh;(z) otherwise
— Uy |fb,7é0andu, >0,
Uj+1 =

or u; + 1 otherwise.

5. Setr= k41—

6. Theminimal polynomial of the sequenceisz”gzx(1/2).

Theorem. However, we might not have the full factorisation of N. | claim that if we follow the
above agorithm modulo NV, either nothing will go wrong and we find a solution modulo N in the
2k steps, or we will uncover anon-trivial factor of V.

If we run the Berlekamp-Massey algorithm on a sequence of integers modulo N, one of two
things will happen. Either ged(b;, N) = 1 or N, for all ¢, in which case every step is carried out
just as it would had we been working modulo p ; for each prime factor p; of V. That means none
of the u; change, the sequence of updatesfor /;(x) do not change, and r remainsthe same. In this
case, we will eventually obtain a polynomial which, considered modulo p ; is the minimal poly-
nomial of the sequence considered modulo p ;. Suppose that after « iterations of the Berlekamp-
Massey a gorithm we obtain the minimal polynomial of the sequencemodulop ;. Thenbai 1 =0
mod p;. If we continued, for any choice of ¢, the subsequent b; valuesin the Berlekamp-Massey
agorithm would al be 0 mod p; and thus by the assumption that gcd (b;, N) = 1 or N, we have
that b; = 0 mod V. Thismeanswe must have b,; = 0 mod N. We can now solve Ax = b.

The other possibility is that during one of the runs through the Berlekamp-Massey algorithm
ged(b;, V) isneither 1 nor N for some :. We can then obtain a non-trivial factorisation of NV into
coprime factors, and we can continue with the Berlekamp-Massey algorithm and Wiedemann’s
algorithm modulo these new factors. We can efficiently test to see if any of these factors are
perfect powers.

Non-square or singular, modulo p

If A isnon-square or singular, these techniques will find linear dependencies between rows
and columns, and thuswe can use these methodsto reduce anon-square singular matrix to asquare
non-singular one [Lov92]. However, if the number of rows and columns that must be eliminated
is not M°M), this will not yield a probabilistic M 2+°(1) algorithm. In particular, if the number
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of rows and columns to be removed is A7 1*+°(1) as will be the case with the rigorous versions of
the index calculus method we present, this is comparable to Gaussian elimination, and inferior to
other known non-sparse matrix techniques.

Wiedemann describes several probabilistic methods that will reduce this problem to one of
solving a square non-singular system, which can then be done in time 3 2t°() field operations.
These reductionsrequire M °(!) field operations.

| describe the method that will work even in the worst case, whichiswhen A does not have full
rank. Supposetherank of A isr, and supposethere doesexist asolutionto Ax = b. Wiedemann's
method is to select sparse matrices P and ¢) such that PAQ is an r x r non-singular matrix.
We solve PAQy = Pb modulo p for the unique solution. Let x = Qy. We then know that
P(Ax — b) = 0. It might not be clear why Ax — b equals 0 and not any other element of the
kernel of P. Thereason isthat AQ) has the same column span as A4, thus Ax = b has a solution
if and only if AQy = b hasasolution. We assumed that the former had a solution, thus we know
that that latter does. This solution must be the solution that we find to PAQy = Pb modulo p
since P AQ) isnon-singular. Wiedemann presents a probabilistic algorithm for finding such sparse
matrices P and ).

Katofen and Saunders[KS91] describe atechniqueinwhich P and ) are upper and lower tri-
angular unit Toeplitz matrices (see appendix A.5) whose entries are selected uniformly at random
from the coefficient field. Note that Toeplitz matrices are not sparse, but the important point is that
multiplying by them can be donein time A7 '+°(1) where M is the dimension of the matrix. This
is done by Fast Fourier Transform methods for polynomials. Thefirst r leading principal minors
of PAQ) will be non-zero with probability

where r is the rank, and we select entries for our Toeplitz matrix uniformly at random from the
integers modulo p. The original system can now be solved by working with the leading r x r
submatrix of P AQ. Both these techniques require knowing the rank of A. Wiedemann describes
abinary search method for finding the rank, and refers to [RMK +80] for methods of coping with
errorsin binary searches. | have not analysed thismethod. Kaltofen and Saunders [K S91] describe
amethod involving multiplication by a random diagonal matrix, X, and finding the minimal poly-
nomial. Therank of A modulo p will be deg( f4* mod p) — 1 with probability at least 1 — M%.
By f4*modp | mean the minimal polynomial modulo p of AX mod p. For both of these algo-
rithms to work, it is required that the size of the coefficient field is large. If p is not big enough,
Kaltofen and Saunders [KS91] and Wiedemann [Wie86] suggest embedding the coefficientsin a
field extension.

Non-square, linearly independent columns modulo p, modulo p*

In this case, we can apply the same techniques as above, except we do not need to find the
rank and we can take () to be the identity matrix. Again, we assume that Ax = b has a solution.
We solve PAx = Pb mod p® by Hensdl lifting. Since we can only get one such solution for a
sguare non-singular P A, thismust be the solutionto Ax = b if it exists.

Non-square, linearly independent columns modulo », modulo n%, @ > 0

Here we assume n is composite with at |east two distinct prime factors, and each of its prime
factors is greater than 302, In this case, we can apply the same techniques as above, without
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finding the rank and we can take () to be the identity matrix. We assume that Ax = b has a
solution. We know that P A will be non-singular modulo p for some prime, p, dividing », with
probability at least 1 — M (M + 1)/p > 1/2. Assume P A is non-singular modulo », and attempt
to solve PAx = Pb modulo » by Hensel lifting. With probability at least 1/2 there will be a
solution modulo p¢, and when we apply Wiedemann’s algorithm modulo », we will either get a
solution modulo »® or a non-trivial factorisation of ». If we do get a solution modulo » ¢, it must
be the solutionto Ax = b since we can only get one such solution for a square non-singular PA.

Non-square, rowslinearly independent modulo p, modulo p*

Again, we can apply the same techniques as above, take P to be the identity matrix, and
assume A() is non-singular modulo p. We solve AQy = b mod p® by Hensd lifting. We will
be able to find a solution since AQ has full span modulo p, and x = Qy mod p* will give usthe
answer we seek.

Non-square, rowslinearly independent modulo »n, modulon®, ¢ > 0

Asin the case with linearly independent columns, with probability at least 1/2 there will be
a solution modulo p® for some prime factor, p, of », and while applying Wiedemann’s algorithm
we will either find a solution modulo » *, or anon-trivial factorisation of n.

Not full rank, modulo »n?®

We have a problem if we apply the method described in the previous paragraphs since we are
no longer guaranteed that x = QQy must be asolutionto Ax = b.

In the case of solving modulo a prime p we argued that AQ) had the same column span as A,
and thus Ax = b has a solution if and only if AQy = b has a solution. But now AQ would
have the same column span as A only modulo ». The span modulo » * might be diminished. We
still have that Ax = b hasasolutionif AQy = b hasa solution, but it was the only if part that
we needed to conclude that the solution we find to PAQy = Pb actually gave us a solution to

AQy = b.
For example, consider modulo p®,a > 1,

Here, A hasrank 1 modulo p. Suppose
P=[1 1]

o=[1]

Let y = (a) bethe solution we obtain by solving PAQy = Pb. We then get

and

x=ay=(").

a
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Consequently,
2
= (20)
pa
which cannot be congruent to b, since thiswould require that « = 1 mod p, which produces the
contradiction 2 = 1 mod p. The solution we get is correct if we consider the system modulo p,
but it is not one of the solutionsthat lift to a solution modulo p 2.

| am currently looking at ways of overcoming this problem, although | have managed to show
(section 3.2.2) that it is not necessary for the purposes of finding discrete logarithms. | suspect
thereisasolution involving the Reeds and Sloane [RS85] version of the Berlekamp-Massey ago-
rithm modul o prime powers, but | still have to work through the details.

Not full rank, modulo N, N not a perfect power

We can apply Kaltofen and Saunder’s rank-finding algorithm. The method is to multiply A
by a random diagonal matrix, and find the minimal polynomial. By random we mean that the
entries were picked independently and uniformly at random from the integers modulo p. In the
case of composite NV, we pick the entriesindependently and uniformly at random from theintegers
modulo N. Note that modulo p;, for p;| NV, this aso corresponds to picking uniformly at random
from the integers modulo p;. By the Chinese remainder theorem, we know that this corresponds
to picking them uniformly at random for all the p,; independently. The rank of A modulo p; will
be deg (4% modp;) — 1 with probability at least 1 — 2/4=1 whichisat least 5/6 in our case.

We thus assume that we have the correct rank for at least one of the primes, say p,. Proceed
as in the non-square or singular modulo p case, and select random upper and lower triangular
Toeplitzmatrices P and ) (selecting random entriesmod N') such that theleading r x » submatrix
is non-singular modulo p; with probability at least 1 — ’°(;—J1’1) When we try to solve the system
corresponding to theleading r x r submatrix modulo NV, by an analysissimilar to the non-singular

modulo N case, we will either get a solutionmodulo NV or uncover a non-trivial factor of V.

The above techniques apply to any linear system in the integers modulo N, with maximum
dimension M. With an expected Q(N') M 2*+°(1) operationswith the integers modulo N or modulo
factors of IV, the techniques will produce a solution modulo a collection of factors of N whose
product contains each distinct prime factor of [V asafactor. | am working on arigoroustechnique
to solve the system modul o the perfect powers.

3.22 Linear Algebralssuesfor Index Calculus

Assume that we have the database produced by Phase 1. With an expected M 2+°(1) operations as
M — oo, we can find the factors of IV less than M 4+°(1) and solve for the logarithms modulo
those factors using the subgroup techniques and square root algorithms of chapter 2. This will
be a faster method of finding logarithms for factors much less than M 4+°(1), If we want rigour,
however, and we want to maintain a M '*°(1) space requirement, we could use the baby-step
giant-step algorithm and solve for the logarithms modul o factors of size up to A1 2+o(1),

In the previous section | did not claim to have an algorithm which solved a linear system with
maximum dimension M in time M 2+°(1) when working modul o a perfect power, n if the system
did not have full rank modulo .
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However, | makethefollowing observation. Itisnot necessary, for therigorousindex calculus
algorithm| describe (section 3.3.1), to solve the linear systemmodulo » ¢.

It suffices to find a solution to the linear system modulo 7, even if it does not lift to a full
solution modulo »¢. In fact, it is not necessary for it to even have a solution modulo »*. The
solution modulo » will give us the logarithm modulo ». We can then lift this solution for the
logarithm to a solution modulo »*. This is similar to the subgroup technique of section 2.3.
Algorithm 3.2.3 is an example with « = 2. Generalising this technique will give an algorithm for
lifting our solution for the logarithm to a solution modulo » ©.

Algorithm 3.2.3 Solving modulo » 2
1. Find atuplefor 3, say b.

2. Solve the system Ax = b modulo ». Thisgivesan integer kg, such that 3 = o*ot7k1 for
some integer k.

3. Compute 3’ = (Ba~ko)N/n = af,
4. Find anew tuplefor 8/, say b’.

5. Solvethe system Ax = b’ modulo n. From this solution we find the integer % ;.

Another option for the rigorous analyses, is what Pomerance does in [Pom87], which is to
guarantee full row rank with a high probability. In that case, we can solve linear systems modulo
perfect powersin expected time M 2+o(1),

If we assume that the system will have full row rank, there isan alternate formulation of index
calculus Algorithm 3.1.1. Many descriptions [BFHMV 84, Cop84, OdI85] of the index calculus
method describe the last two phases dlightly differently. Phase 2 becomes the solution of the
system for a. Then Phase 3 entails finding b and computing b - a to find the logarithm. An
advantage of this modified method is that once the first two phases are completed, finding the
logarithm of any new element only requires finding a new relation, which in practice is usualy
much faster than the other two phases. Also, we no longer require the relation database. With the
algorithm described in section 3.3, the linear algebra must be repeated each time. For applications
where the postcomputation of logarithms is most important, we can apply Phase 3 to solve for
the logarithms of the database elements, and thus produce the tuple a, which is a database of
logarithmsfor factor base elements. We can al so use the database of logarithmsto find logarithms
for alarger factor base, that is, the factor base can be used to enlarge itself.

3.3 Polynomial ring techniques

Lovorn-Bender and Pomerance [BP96] describe rigorous discrete logarithm computationsin finite
fields GF(q), where ¢ = p", represented as polynomials modulo an irreducible of degree n. |
make some minor modificationsin light of the potential problem with incomplete rank and perfect
powers. Algorithm 3.3.1 is a subroutine which, given an integer N dividing the order of the field,
will with probability at least 1/2 return a solution modulo afactor of N whichisdivisibleby each
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distinct prime factor of N, and perhaps modulo higher powers of primes dividing N. Thus by
the techniques of section 3.2.1 and using Algorithm 3.2.3 if necessary, we can solve the logarithm
modulo @ = [ p{*, where Q|¢ — 1, after at most max{«; } successful applicationsof Algorithm
3.3.1 with variousfactors of () and elements 3’.

One fact used in [BP96] is that the logarithm of elementsin GF(p) are multiples of ]% and

thuswe can ignore scalars if we do our linear algebramodulo ]% We can easily lift our solution
to the solution modulo ¢ — 1 by solvingalogarithmin GF(p).

Infact, as noted in section 2.4, we could solve the logarithm modul o a certain factor of & ,, (p)
and reduce the logarithm problem to find logarithmsin subfieldsof GF(p™).

Let «(2) and 5(x) be representatives of « and 5.

Algorithm 3.3.1 Rigorous Index Calculus Algorithm for GF (p)[z]/(f(z))

Step O

Let S bethe set of monicirreducibles (not including 1) of degree at most m for some smoothness
bound, m. The choice of m depends on the size of p with respect to n. Thisis discussed later.
Step 1

To find relationships between the residues mod f(z), select uniformly at random an integer y ; €
{1,2,3,...2" — 1}, and compute a(z)¥ mod f(z). This gives an element of GF(¢)* with
uniform probability distribution. If thisresidue is m-smooth, we get a linear relation. If we wish
to solvemodulo IV, repesat thisuntil we get 2Q(V')|.S| relations, yieldinga|S| x 22(N)|S| system
A, and|S|-tupley. If wedonot know 2( V'), we can use an upper boundfor it, likelog . (N') where
we know N has no prime factor less than r.

Step 2

To find arelation for 5(x), select uniformly at random an integer b € {1,2,3,...2" — 1}, and
compute 3(z)e(x)® mod f(z). This aso gives an element of GF(¢)* with uniform probability
distribution, which is the same distribution as in Step 1, as required for the rigorous analysisto
work . Repeat thisstep until the result ism-smooth. Let the tuple corresponding to 3(z) beb and
the corresponding exponent of «(xz) beb.

Step 3

Try to solve Az = b modulo N. By the analysis described in section 3.1 this will have a solution
with probability at least 1/2. If it does, thenlog ,(8) = y - z—b mod N. We will be able to solve
thismodulo a factor of NV containing each of the prime factors of V.

Definition 5 Let P,(n, m) denote the probability that a monic polynomial over GF(q) of degree
exactly n chosen uniformly at randomis m-smooth.

Note that P,(n,m) is alower bound for the probability of a monic polynomial over GF(q)
of degree at most n» chosen uniformly at random being m-smooth. The actual probability is
qn‘ﬂ;ll_l Yoo quq(i, m). In practice, especially for small ¢, we should account for this difference
when choosing the optimal m. In many of the heuristic algorithms, we often choose elements of
size at most » with non-uniform probability distribution, with the assumption that the probability
that the elements are m-smooth is still roughly P, (7, m).

The expected time spent on Step 1 and 2 isat most (2Q2(N)|S|+ 1)/P,(n — 1, m), and the
running time of Step 3is (Q(N)|S])2+°(1). We wish to minimise the sum of the running times.
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Definition 6 Let N, (n, m) be the number of monic m-smooth polynomials of degree exactly »
over GF(q).

Theorem 2.1 of [BP96] which follows from Theorem 1.4 of [Sou93] gives us

Theorem 1 Letu = ™ andassumel < m < n. Uniformlyfor all primepowersq > (n log(n) 2)#,
we have N, (n, m) = ¢"/u**°()* asm — oo and u — oc.

With smoothness bound m the expected runningtime as ¢ — oo is bounded above by

Q(N)q(1+0(1))m

m\2(140(1))
s @,

Let » = nlog(n)/log(p). When r — oo, Lovorn-Bender and Pomerance select m =

[/ %go(i(f)] , which by Theorem 1 yieldsan expected running time of ¢ (V2+o(1))(log(q) log log(q))* /2

for the equation generation and linear algebra phases. Phase 2 only takes an expected time of
e(V/1/2+0(1))(log(q) log log(q))* /*

Theorem 2.2 of [BP96] states

Theorem 2 Let u = -. For all prime powers ¢ and all positive integersm and n withm < n %,
we have N, (n, m) > 4.

When r is bounded from above , they use Theorem 2 and choose m to be the positive integer
satisfying m? — m < r < m? 4+ m. If r > 1/2, the expected running time is bounded by
e(2+o(1))(log(q) loglog(0))'/* | 1 js|essthan 1/2 thenwe can only choosem = 1, and thisrestriction
makes the running time estimate larger. If » < 1/2 and bounded away from 0, the expected

running time is bounded by e (v/2/7+e(1)(los(@)logloa(a)'”* | agtly, if r = o(1), the total running
timeise(2to(1)log(a)/n

All of these running times are ¢°") provided n — oc.

Factoring in the fact that this algorithm has to be repeated an expected O (max{a;}) times
does not affect these running time estimates. We are still left with the task of solving alogarithm
modulo p, which can be done with the rigorous algorithm due to Pomerance [Pom87] in time
(V2+o(1))(log(p) log log(p))' /> and thus does not affect the running time estimates.

3.3.1 Practical Improvements
Fewer relations

In practice, people [BFHMV 84, LO91b, Cop84, SWD96] seem to use only afew more relations
than there are elements in the database Rigorous analysis of these more practical methods seems
difficult. If the tuples generated for the database were selected uniformly at random from all
possibletuples, it would be easy to prove that we had a high probability of finding a spanning set
of relations. Thisis not the case, however. Our tuples are very sparse, which isimportant if we
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want to do the linear algebrain time M 2t°(1). Also, there are usually some coordinates with a
relatively smaller probability of having anon-zero coefficient. Odlyzko [OdI85] showsthat in the
Coppersmith implementation, which we describe later, if only 2|.S| relations are generated, many
of therowsin the matrix A will be al zero. In practice thisis not a problem since we simply omit

the variables that are never used. It is much more likely that the system has full row rank in this
case. | till suspect, however, that some of the lighter rows, corresponding to factor base elements
that are lesslikely to occur, might have a significant chance of being dependent upon each other.

Suppose the rows are tuples selected at random from the module of tuples by randomly placing a
non-zero coefficient in a coordinate with some non-zero probability, and otherwise setting it to 0.

If the probability of each coordinate being non-zero is sufficiently low, we can expect many zero
rows. We can efficiently remove these. But if we also expect roughly /N or more rows with only
one non-zero coefficient, then there is agood chance that some of them will be dependent.

In [OdI85] and [LO91b] Odlyzko and LaMacchia recommend performing some structured
or intelligent Gaussian elimination before applying the sparse matrix techniques. These tech-
niques quickly reduce the dimensions of the matrix. | believe the column and row deletions of the
structured Gaussian elimination will eliminate the problem of dependent rowsin practice.

We thus find the logarithms of most elementsin S, and the third phase requires representing
S as aproduct of these elements. Usually the elements of the original S that tend not to occur in
any of the database relationswill tend not to occur in the relation for 5.

Increase likelihood of smoothness

One clear way to increase the speed of theindex calculustechniqueisto find linear relationsfaster.
To accomplish this, we could test polynomia swith a higher chance of being smooth. Blake, Fuji-
Hara, Mullin and Vanstone [BFHMV84] observed that any degree » polynomia over GF(2)
could be represented as a(x)b(z)~! mod f(z) efficiently using the Extended Euclidean Algo-
rithm, where a(z) and b(x) have degree about 5. The probability that one degree » polynomial
is k-smooth, for the k of interest, is roughly ( %) % , whereas the probability that two independent
polynomials of degree around % are simultaneously £-smooth is roughly (%) 3% . Assuming the
polynomialsa(z) and b(z) have about the same probability of being simultaneously smooth astwo
independent polynomials of degree around 5, we would expect a significant improvement. This
sped up the index calculus technique enough that logarithmsin GF (2 '27) became tractable, ren-
dering some existing cryptosystems vulnerable (Odlyzko [OdI85] mentions that Hewl ett-Packard
and MITRE had such systems). However, the estimate of the asymptotic running time is the

same, theimprovement hiddenin the o(1) error term of the exponent in the running time estimate
e(V2+0(1))(log(q) loglog(q))!/*

Another idea the above group, the Waterloo group, used was to exploit the structure of the
chosen polynomial f(z) to generate many relationssystematically. They used f(z) = z 127 4+-2+1,
which meant that z'2® = 22 + =, and consequently for any v(z) € S, v(z)'?® = v(2? + z). The
left hand side is smooth, and the right hand side is much more likely to be smooth that a random
polynomial of degree » or even %, and thus many equations were generated at a much faster rate.
However, at most half of the necessary equations can be generated this way. Also note that this
method applies equally well to Phase 2.
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Other ways of speeding up equation generation in this polynomial representation are men-
tioned in [OdI85], and actually improve the constant in the exponent of the running time estimate.

Coppersmith discovered a method for systematically generating polynomial relations of the
form wy (z)2* = wy (), where wy () and w,(z) are of degree roughly ni . The probability of
random polynomials of this degree being smooth is much higher than for polynomials of degree
near n or even n/2. Thus, provided the probabilities of smoothness for these polynomials are
roughly the same as for random ones of the same degree, equations can be generated much more
quickly. Gordon and McCurley [GM 93] explain why these probabilitiesmight not beidentical, but
they still seem to be closein their experiments. The Coppersmith method was originally described
with the field represented as GF (2)[z]/(f(2)) for an irreducible f(z). | describe it here for the
field GF(q;") represented as GF (¢1)[z]/( f(2)) where the characteristic of ¢; iSp and the degree
of f(z)isny. Thefirst stepistofind anirreducible f(z) of theform ™ + f; (x) where the degree
of fi(z) isvery small. Note that it suffices for f(z) to be a degree n; factor of a polynomial of
theform 2™ +" 4 f,(x), where r and the degree of f; () are both small. Since approximately %
of al degree n; polynomials are irreducible, it seems reasonable that there should exist such an
irreducible f(z) withthe degree of £, () roughly log,, (). It sufficesfor the analysisin appendix

A.3that deg(f1(z)) iso(nl"*log(ny)?/3). Select integer parameters &, dy, dy, and set b = (.
Let wy(x) be of the form vy (z)z" + va(z), where ged (vy (z), v2(x)) = 1, vy (z) is monic, and
vy () isnon-zero. Computing w, () = wy (2)?" modulo f(x) yields

k k

wy(z) = wi(z)? = vy (a? )xhpk + vz(xpk) = vl(wpk

Yl (1) 4 vy (2P,

If v4(2) and vy (2) share a common factor d(z), any factor base relation produced will be the
same as will be produced by vy (z)/d(z) and vy(2)/d(z). An interesting question is how many
relatively prime ordered pairs (v (z), v2(z)) of degree at most d; and d, respectively, there are.
The answer is provided for the case of unordered pairswithg = 2 andd = ds in [BIMV84], and
| extend it to the general case (see appendix A.7). The number of relatively prime ordered pairsis
equal to (¢ = F! — 1) /(g1 — 1).

We must pick our parameters so that the (¢%t92+! — 1) relatively prime pairs v, (=) and
v (2), with v (2) monic but v, (z) not necessarily so, will produce enough equations. With such
parameters, the running time will be ¢ {! 7o) (di+dz) o (2He()m £or this analysis, wefix ¢, and
let n — oo. It would also be interesting to let ¢, — oo, and even p — oo, athough p would
certainly have to be be less than n /2 for the algorithm to be any better than the Waterloo version.
A generalisation of Odlyzko'sanalysisof the ¢ = 2 case (see appendix A.3), suggests parameters
should be of the form p* = (y; 4 o(1))n'/2log(n) =3, dy = (72 + o(1))n'/?log(n)?/?, and
m = (y3 + o(1))n'/?log(n)?/? for some positive bounded reals v, 2, 73, also bounded away
from 0.

Applying Coppersmith’s methods to Phase 2 is more tricky. We define a sequence of interme-
diate degree bounds By > By > ... > By = m. Thefirst step for representing 5(z) as a product
of factor base elementsislike that of the usual Phase 2, but we only represent 5(z) asa product of
elements of degree at most By. We could do thisby first selecting arandom integer ¢ and using the
Extended Euclidean Algorithmto represent «(z) *3(z) as a product of two polynomials of degree
roughly n/2. For each By-smooth irreducible factor, a(z), select w;(x) polynomialsof the form
used in Phase 1, with a(z)|w(z). Different valuesfor & and / than in Phase 1 are possible. Then

29



if w(z) and wy(z) = wy ()P are both B,-smooth, we have succeeded in representing a(z) as a
product of irreducible elements of degree at most B. We then repeat this procedure to represent
the B;-smooth elements as a product of B, ;-smooth elements until we get 5(x) represented as a
product of elementsin the factor base. Odlyzko [OdI85] and Coppersmith [Cop84] conclude that
this step will cost much less than the other phase for the case ¢ = 2. | believe the same conclusion
holdsfor the general case with ¢ fixed. These methods could be optimised further, and thiswould
be useful for applicationswhere many postcomputationsare necessary.

| note that these are only conjectured improvements since we only assumed that the proba-
bilities of smoothness will be like those for randomly selected polynomials. Also, we have no
guarantee that the relations these techniques provide will produce a useful linear system. These
methods have been implemented effectively in some cases [BFHMV 84, Cop84, GM93] so there
is evidence to support the claim that they improve the running time.

Another way of speeding up the algorithm for some of these fields of order p™ was devel oped
by Semaev [Sem91]. His method is applicable when the order of p in Z,, ™ iseither n or 2n, or
when G F(p™) isgenerated by an rthroot of unity for somer|p™ — 1. Theideaseemsto have been
inspired by the method of Coppersmith of generating relations by mapping (via exponentiation)
one set of elements that are likely to be smooth to another set of elements that are likely to be
smooth. In the event that they are both smooth, we get arelation. It is claimed to work aslong as
the characteristic isbounded by apolynomial in n. Notethat Coppersmith’salgorithm requiresp to
be much smaller. It must certainly belessthan n /2 for it to be any better than the Waterl oo version.
Semaev estimates the expected running time of his agorithm to be e (¢+o(1)(log(a))!/* (loglog(r))*/®

where ¢ = (57255)"/* and alinear system of dimension M can be solved in time M7 +°(1).

Adleman [AdI94] introduced a Function Field Sieve agorithm for finding logarithms with a
heuristic running time of ¢©(les(@)'/*leglos(9)*/*y for GF (q) = GF(p™) with p and n satisfying
log(p) < n9(") where ¢ is any function from N — (0, .98) which approaches 0 asn — oco. In
[SWD96] they describe Coppersmith’s method as a special case of the Function Field Sieve. A
summary of the Function Field Sieve discrete logarithm a gorithm can be found in [SWD96].

Smoothnesstesting

A simple way to test polynomials for smoothness is to factor them into their irreducible factors
and look at the degrees. This can be done in polynomial time, but there are much faster methods
available.

Notethat 2’ — z isthe product of all irreduciblesin GF(¢)[z] of degreedividing . We know
f'(x) contains al multiple factors of f(z). If h(z) isafactor of f(2) with multiplicity a, then
h(z) isafactor of f/(x) with multiplicity « — 1, unless« isamultiple of the p. In thislast case
the multiplicity is a. Hence a better way to test if a polynomia f(z) is k-smooth is to test if
ged(f'(x) [I(=? — z), f(z)) = f(=) where the product is over a collectionof i € {1,2,...k}
with the property that every number from 1 through k dividesat least one of those ;. Coppersmith
usesthe set {[k/2], [k/2] + 1,...,k}. If the greatest common divisor is f(z), then it is very
likely that f(x) ism-smooth. The only time we would get afasereport isif f(x) had afactor of
degree > m with multiplicity a multiple of p. Thisisvery unlikely, and would be detected in the
factorisation stage of the algorithm anyway. In order to test if the ged is f(x) it suffices to test if
f'(z) TI(z — ) = 0 mod f (), which can be done efficiently.
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Another method is sieving, a common tool in factoring algorithms and in the discrete loga-
rithm algorithms for GF(p). The sieving methods were adapted by Gordon and McCurley for
GF(2)[z]/(f(2)) [GM93]. They use a Gray code to efficiently step through the multiples of a
given polynomial. We can adapt their sieve to GF (q)[=]/(f(z)), where ¢ is power of 2, but itis
more complicated.

Sieving is useful for finding the smooth elementsin a list when we know how to quickly find
al the elements in the list that are divisible by a given power of an irreducible. It saves us the
trouble of testing each element individually. Testing a list of I elements with a sieve will require
at least time [. Explicit smoothnesstesting will cost at most I smoothness tests. Thus the savings
is at most by a factor equal to the cost of one smoothness test. In the Coppersmith algorithm,
the savings will be absorbed in our error term. In practice, such a speed-up is very significant.
Gordon and McCurley [GM93] produced the factor base relations and solved for the logarithms
of the factor base of elements for GF(2"), n = 227,313, and 401. In the case of GF(2%°!),
they sieved through roughly 244 w, (x) polynomials. They did this by fixing v () of degree up
to 20 and sieve an array containing the polynomials of degree up to 22 to find the v 3 (z) such
that wy(z) = vy (2)2" 4 ve(z) is 19-smooth. This can be distributed to several processors, each
sieving through an array for a particular v (z). When a smooth w1 () isfound, we can explicitly
test wo(2) for smoothness. They have also found what should be enough relationsfor GF (2 °%%),
but the linear algebra modulo a 96 digit prime factor of ¢ — 1 posesa problem.

Other improvements

Other improvements which might reduce the expected running time in practice, but which do not
affect the asymptotics are also known, and discussed in [OdI85] and [GM93], for example. They
include” early-abort” strategies during smoothnesstesting, and holding on to relationswhich only
contain a few irreducibles of degree just above the degree bound m. In the latter case, we hopeto
cancel out the large degree terms with other such relations and produce arelation for the database.
Another ideais to force some smooth factorsinto w4 (z) and ws(z).

3.3.2 Some new improvementsto the abovetechniques

Theseimprovements do not make a serious dent in the heuristic asymptotic running time estimates
of the above algorithms. The difference is absorbed in the o(1) error term in the exponent. In
practice the improvement could be quite significant.

Several smooth w, (z) polynomialsfor the price of one

This method applies to the Coppersmith algorithm or similar techniques where a set of polyno-
mials that are likely to be smooth are mapped to another set of polynomials that are likely to be
smooth. Observethat if w; (z) issmooththensoisw, («x) for any o inGF(¢;)*. Sowhilesearch-
ing for smooth w4 (z) it suffices to search through a representative set of size roughly 1/(¢; — 1)
times the set of al w;(z). When we find a smooth w, (z), we can test the w, polynomials cor-
responding to w4 («wz) for each o € GF(¢q)*. To find these representative sets we can consider
the2di+d> — 2d1 _ 24> 1 1 equivalence classes on the w (=) polynomialswhere two polynomials
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are equivalent if and only if they have zero coefficientsin precisely the same coordinates. Within
each equivalenceclass, C},, find two coordinatesfor non-zero coefficients, (k) and j (&), such that
ged(i(k) — j(k),q1 — 1) = d isminimum over all such pairs. Our representative set will consist
of al the polynomials with the i (%)th coefficient fixed to 1, the j(k)th coefficient running over
ofa-D/d for k= 0,1,...d — 1, and al the other non-zero coefficientsin the class C';, running
over al possible combinations. This will speed up the agorithm by a factor of approximately
¢q1 — 1, whichismore helpful for larger ¢;.

I made this observation during my research at the University of Waterloo in the summer of
1995. An observation then made by Zuccherato [Zuc95] which should improve matters even
when ¢; = 2, isthat the reciprocal polynomial corresponding to w (z), wff(z) = a*w,(1/x)
where k = deg(wy(z)), issmoothif and only if w4 (z) is smooth. The structure of the reciprocal
issimilar to that of w1 (2), but not exactly, since d5 isusually a bit bigger than d; (see appendix
A.3). If thereciprocal has the same structure as a w4 (z) then thiswill slightly increase the rate at
which we find relations, but this advantage might be reduced or eliminated if there isno easy way
to avoid duplications. One way, if we are not sieving, isto only test a candidate w { if itislessthan
itsreciprocal with respect to some easily computable order relation, like lexicographic order.

In practice, however, there will not be much overlap between the set of w; polynomialsand
their reciprocals since d; and d, will differ. The degree of the w, polynomial corresponding
to wi*(x) will be dightly higher, but, assuming that the probability of these polynomials being
smooth is close to the probability of a random polynomial of the same degree being smooth, we
expect that the w- polynomials corresponding to these reciprocals are more likely to be smooth
than arandom (w1, wy) pair being simultaneously smooth. Another advantage, is that thiswould
increase the number of linear relations we can find with a given choice of d, and d». This means
that in some cases we could use a dightly smaller d or ds, which we expect would increase the
probability of smoothness, and decrease the running time further. To avoid duplicationswe could
simply check that w1t(z) isnot of the same form as the w; polynomials. This only needs to be
done when w1 () isfound to be smooth.

As with the previous improvements, these are only conjectured improvements.

Use subfield identification to get many relations easily

If we could quickly find elements corresponding to elements in subfields GF(¢3) of GF(q),
g = p", that are not in GF (¢ ), and assuming we can find logarithms in the subfield quickly,
then we could look through these subfield elements as polynomialsover GF (¢ 1), and see if they
are smooth. If they are, we get arelation for the database. The advantage is that we do not have
to hope for two polynomials to be simultaneously smooth. In fact, let us assume we are only
interested in using this database to solve the logarithm modulo some factor of (¢ — 1)/(g2 — 1),
like ®,,(p). Then we do not have to bother solving the logarithm for the subfield element each
time. We might even be able to find the smooth polynomials directly, in which case the cost of
getting each of these relationsis polynomial inlog(q).

Suppose ¢; = p™, and ¢ = p™ ™. Consider GF(q) as GF(¢1)[z]/(f(z)) where f(z) is
an irreducible in GF (p)[z]. Thisis possibleif and only if gcd(n1,n2) = 1 ([LN86], Corollary
3.47). Then GF(¢2) = GF(p"2) will correspond to the polynomia swith coefficientsin GF (p).
For al & < m, where m is the degree bound, factor al irreducibles of degree kn, as a product
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of n; irreducibles of degree & over GF(¢1) ([LN86], Theorem 3.46). We obtain one relation for
every ny irreduciblesin our database. These are certainly not random relations, but this sort of
non-randomness might be advantageous, since it guarantees each irreducible occursin arelation.

Again, thisis an observation | made at the University of Waterloo in the summer of 1995.
Friendly automor phisms

Let GF(q) be represented as GF'(p™ )[x]/(f(z)) where f(z) isan irreducible of degree ns.
Consider the automorphism of GF(q) defined by ¢ : @ — 2P". If f(x) divides 2P + vz + 5
for some v,n € GF(p™), then ¢ would not change the degree of any of the representatives
of the elements of GF(q). This would give us sequences of relations for our database. The
automorphism will of course eventually cycle for each element, but the length of thiscycle will be
up to % Thus thiswould give up to

ged(r,mn

nin2 _
ged(r,nyny)
nin2
ged(r,ny n2)
of therelationsfor our database at a polynomial cost for each one, assuming that the average cycle

length for a factor base element is roughly the same as for the entirefield.

Since with this automorphism an irreducible of degree d gets mapped to another irreducible
of the same degree, it might be more fruitful to use these relationsto restrict our database to one
representative from each of these cycles. The appropriate representatives, when the remaining
relationsare found, can be found in polynomial time. One disadvantage isthat the relation matrix
will now have large entries. | have not analysed this trade-off. The asymptotic running time
estimate will be the same, but there could be a huge savings hidden in the o(1) error term.

A similar technique could be applied if f(z) dividesz? +! 4- vz + 5, using reciprocal polyno-
mials. | am still analysing the applicability of these methods, but | can cite some examples. First
we have from [LN86] (Theorem 3.75)

Theorem 3 Lett > 2 be aninteger and v € GF(q)*. The binomia z' — ~ isirreduciblein
GF(q)[«] if and only if the following two conditions are satisfied:

(i) each prime factor of ¢ dividesthe order e of v in GF(q)*, butnot (¢ — 1) /e
(i) g =1mod4 if t = 0 mod 4.

Suppose p = 2,2 = 31,n; = 5. Let v be agenerator for GF(2°). Then f(z) = 23! — v
isirreducible. In thiscase r = 5 is the smallest candidate. We have the relation 3% = ya.
Thiswill create cycles of length dividing 31. For example, (v + 1)3? = (ya + 1), followed by
(v + 1)*? = (y%x + 1), and so on, until we get back to (v3% + 1)*? = (z + 1).

Another example isp = 2,n, = 127, n; = 7. Here we let v be generator for GF(27), and
it followsthat f(z) = 2127 — v isirreducible. The cycles will now have length 1 or 127. The
elementswith cycle length 1 will be the elements of G F(21%7), which are not in the database. My
computations indicate to me that the probability that a monic polynomial selected uniformly at
random from all the monic polynomials of degree up to 25 over GF(27) is 3-smooth is roughly
2.8568 * 10~7 and for a degree 19 monic over GF(27) | get 6.254 * 10~°. These computa-
tions were done with software | wrote in C, in 1992, on a research term with Scott Vanstone
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and Ron Mullin. The probabilities were calculated using recurrence relations similar to those
in [BFHMV84]. These probabilities suggest that implementing the Coppersmith index calculus
method as described in section 3.3.1, over GF(27), might be possibleif we select our smoothness
boundto be 3, d; = dy = 3,2F = 8, and h = 16. In GF(2'?7)[z] there are 707264 monic
irreducibles of degree at most 3. Thisincludes 1 plus 5569 sets of 127 elements which lie in the
same cycle of this automorphism. We can thus use this set of 5569 elements as our database.
The approximately 2% coprime (v (), v2(z)) pairs we test should give us about 10000 smooth
(w1 (), we(z)) pairs, assuming the polynomials we use behave as random ones of degree at most
19 and 25. Of course 2*? is a formidable number of pairsto test. However Gordon and McCurley
[GM 93] effectively tested 242 pairsin their experiments. Also, if weimplement the suggestion of
section 3.3.2, we only need to test about 1/127th of those pairs for smoothness. We could fix the
values of v; (z) and the leading coefficient of v, (z), and sieve through an array of 22! elements.
We need to do this about 22! times. Note that sieving does not allow us to avoid (v (z), ve(z))
pairs that are not coprime, so whenever we do find a smooth w1 (z) we should check that v; ()
and v (x) are coprime.

An alternative is to implement the index calculus techniques with the field represented as
GF(2)[z]/(f(x)). In[OdI85], Odlyzko suggests that just for completing the equation generation
phase, optimal parameters for applying Coppersmith’salgorithmto G F (2 %%°) would required; =
27,dy = 29, m = 36, 2F = 8, and h = 110, and would require about 2%? basic operations. This
does not take into account the possibility of sieving, but does take advantage of other techniques.
We would still have to sieve through 258 (v (z), va(2)) pairs, whereas with the modifications |
have described, we would only need to sieve about 242 pairs. Thisfactor of 2'¢ between the two
implementationswill likely diminish when we consider thefact that working over GF (2 7) ismore
complicated and not as convenient on readily available hardware. We must test the smoothness
of 27 — 1 possible w,(z) candidates every time we find a smooth w (=), but this should not be
significant since smooth w (z) polynomials will be infrequent, and most of our time is spent
finding them.

I made this observation at the University of Waterloo in the summer of 1995.

3.4 Techniquesfor GF(p)

The techniques described for the case of GF (p)[z]/(f(x)) carry over to Z/pZ. The simpler in-
dex calculusimplementationsfor GF (p) set factor basesto be the set of all primes|essthan some
bound m and use factoring to test smoothness. Pomerance does thisin his rigorous algorithm in
[Pom87]. Thisalgorithm has an expected running time of e (V2+o(1)(log(p) loglog(n)'/* | Smoothness
testing s obtained by elliptic curve factoringmethods. He choosesim to be e V'1/2(1og(p) loglog(p))! />
Notethat unlikethe case of polynomialsover afinitefield, we do not know how to factor efficiently
with respect to the size of the numbers being factored.

As with the polynomial ring case, there are many ways to improve the running time in prac-
tice, many of which are direct analogues of the methods | have described in the previous sections.
We could include —1 in the factor base, and we can again use the Extended Euclidean Algo-
rithm to represent any integer modulo p as a quotient of two integers of size roughly /p. Three

heuristic algorithms are presented in [COS86] with running time e (V2+o(1)(log(p) log log(p))!/* -
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Curley [McC90] describes their Gaussian integers method. LaMacchia and Odlyzko [LO914]
implemented this method for GF (p) with p a58 digit prime.

The Number Field Sieve, adapted from the integer factorisation algorithms, has been applied
to the discrete logarithm problem to produce algorithms with heuristic expected running time
e((64/9)1*+o(1))(log(a)) * (loglog(0))*”*  The survey [SWD96] describes these methods, and pro-
vides references. These methods have been implemented [Web96] to find the logarithms of the
first ten primes to the base 7 modulo a 65 digit (215 bit) prime. The techniques have also been
used to compute the logarithm of several small primes to the base 7 modulo a 129 digit (427 bit)
number.

3.5 A MoreGeneral Look at Index Calculus

There will not alwaysbe a natural factor basein agroup &, onewith which we can quickly detect

smooth elements and quickly factor into the factor base elements. For example, suppose G is
a proper subgroup of GF'(p)* of order N. There does not seem to be a natural way to select a
factor base in G that will yield an agorithm that runsin time proportional to the running time of

index calculus algorithmsin GF(p') where p’ isa prime of size closeto N. This observationis
key to the security of the U.S. Government NIST Data Signature Standard (see [MvV96]). One
possibility is to embed G into a group where there is a natural factor base. In this case, it would
be the group GF'(¢)*. Another example is the additive group of pointson an elliptic curve over

GF(q). There does not seem to be a natural factor base for this group either. However, for the
class of supersingular curves, Menezes, Okamoto and Vanstone [MOV 93] showed how to reduce
the discrete logarithm problem to one in a subgroup of an extension of GF(¢) of degree at most
6, yielding a subexponential algorithm. However there is still no such agorithm known for non-

supersingular curves.

A cyclic subgroup G of acyclic group H isalso the homomorphicimage of the group H. This
might be a more fruitful way of considering the relationship between G and H. Let our group G
be the image of the group H under some group homomorphism, ¢. Thus G ~ H/ ker(¢). We
no longer require G to be a subgroup of H. For example, finite fields can be represented as R/ I
for some maximal ideal I of an integral domain R. Here I isthe kernel of aring homomorphism
¢ : R — GF(q). For example, R = GF(p)[z], and I = (f(z)) for some irreducible f(z),
or R=17Z,and I = (p). Inthese two cases, with the algorithms | described in this chapter, we
use the natural factor bases in GF(p)[x] and Z and a homomorphism onto the fields to create
relationsin thefinite field. The factor bases consist of elements of size up to m for some selected
smoothness bound m.. We could let R be aring of algebraic integers, for instance, and the factor
base could be elements with norms up to a given size. Smoothness testing could consist of testing
the norm of an element for smoothness. However, if R isnot aprincipal ideal domain, smoothness
of the norm will be a necessary but not sufficient condition for the element to have a factorisation
into irreducible elements of small norm. It seems more natural in this case to use the set of
prime ideals with smooth norms as a factor base. Performing linear algebra over the integers will
ultimately give multiplicative relations between principal ideals, which trangate into relations
between elements of R modulo the group of units. In the case of GF'(p)[«] and Z, the group of
units do not pose a problem, but they can in other rings.
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Working with ideals, it is not clear that we can do the linear algebra modulo NV, the order of
the group, and get useful information. One option, for example, when R is aring of algebraic
integers, isto do the linear algebramodulo N &, where h istheideal class number of R. Sincethe
hth power of aprimeideal isprincipal, and Nth powers of elementsin R\ get mappedto 1 by ¢,
we again only have the unitsleft to worry about. It suffices to do the linear algebra modulo N M
where h = ¢M and ¢ is coprime with V. Lovorn [Lov92] works modulo a number that we know
will be amultiple of N M. Other methods are possible which permit us to work modulo N. See
[SWD96] for a description and more references.

3.6 Other implementations

So far, the rigorous algorithms | have described will solve the discrete logarithm problem in a
field of size ¢ = p™ intime ¢°") provided n — oo or n = 1. Lovorn[Lov92] provides arigorous
algorithm with running time ¢ (Vo+e(1))(log() loglog(2))'/* for solving logarithmsin GF (p?). She
uses smooth-normed prime ideals of thering of integers of an algebraic number field as her factor
base.

El Gamal givesa similar heuristic algorithm for the case of » fixed [EIG85b, EIG854]. Adle-
man and DeMarrais [AD93] describe a heuristic algorithm for n < p. Semaev [Sem95] gives a
heuristic algorithm which he claims should work in al finite fields. All of these algorithms use
primeideals of thering of integersof an algebraic number field in the factor base and have heuris-
tic expected running time ¢ ©((es(@) loglog())' /- Adleman and DeMarrais [AD93] also describe a
polynomial ring algorithm for the case n > p to get a heuristic algorithm for all fields with same
running time.

With these algorithms, as well as the Function Field Sieve mentioned in section 3.3.1 and the
Number Field Sieve mentioned in section 3.4, additional work is done to handle the problems
mentioned in the previous section.
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Chapter 4

Quantum Computers

4.1 What isaquantum computer?

A guantum computer is a computing device which exploits quantum mechanical effects. Details
can be found in severa articlesincluding [DiV95] and [EJ96].

Given a system with N possible observable states, S, Ss,...Sn, @ any point in time we
expect the system to be in exactly one of those states. Suppose however, that the system can exist
in several of those states at the same time. We say the system isin a superposition of those states.
And suppose that when we observe the system it then enters one of the V states. The model used
isthe following.

The state of a systemisan element in the N dimensional complex vector space withthe S; as
basis elements.

We denote this by
N
Z a;|Si).
=1
We have the restriction that N
Z loi|* = 1.
i=1
The «; are called amplitudes. Further, when we observe the system, it will enter state S; with

probability |o;|2.

While on aclassical computer a bit of informationis either a0 or a1, on a quantum computer
the value of a bit isa superpositionof 0 and 1, denoted v o|0) + 1| 1), with |evg|? + |y |* = 1. We
call this quantum version of a bit a qubit.

Likewise, the state of an n-qubit system will be a superposition of theform

Z OéC|C>,

ce{0,1}n

Z love|* = 1.

ce{0,1}m

where
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The system will exist in this superposition until we observe the qubits. Then the system will
enter one of the 2" states of the superposition with probability proportional to the absolute value
of the square of the amplitude associated with that state.

We can associate with an n-qubit system, a Hilbert space in the complex vector space with the
2™ qubit configurations as a basis.

To perform computations we apply transformations to these qubits. These transformations
map each n-qubit state to some superposition of other n-qubit states. States can get mapped to
by many different states, and with various amplitudes. The amplitude of a given state after the
transformation will be sum of these amplitudes. Such transformations can be represented by a
transition matrix, whichisa2” x 2™ matrix whose (¢, j) entry is the amplitude with which state
|#) gets mapped to state |7). Thisis the matrix representation of the linear transformation with
respect to our basis. The laws of quantum mechanics stipulate that any such transformation must
be unitary, that is, the transition matrix must have as inverse its own conjugate transpose. Such
computationsare reversible.

So we can imagine aquantum computer to be adevice which lets uswalk through the elements
of thisvector space, and the steps are unitary linear transformations.

We can perform these transformationsby means of quantumcircuits, constructed as a network
of afinite set of basic quantum gates. It has been shown that the controlled-NOT gate, whichisa
two-bit gate, together with one-bit rotations[BBC +95] can be used to approximate any quantum
circuit. These gatestake only one or two qubitsas input, and leave the remaining ones unchanged.
The complexity of computationswill be measured by the number of basic quantum gates needed
to implement them.

A gquantum computation would work as follows. Set aregister of qubitsto a desired starting
position, apply a unitary transformation to these qubits, using elementary quantum gates, and then
observethe qubits. We can repeat such experiments several times, and derive whatever information
we may from the values that we observe. |f we only measure one qubit, and observe a 0 for
example, the system will then bein a scaled superposition of al the stateswhich had a 0 value for
that qubit. So another possibility in our computationsis to observe only some of the qubits, and
then continue computing with the remaining superposition.

This might seem like nothing more than a glorified randomised algorithm. In the current
context, a classical randomised algorithm corresponds to flipping a quantum coin, observing it,
and then using it in the computations. In this manner the registers will always be in one state and
not in a superposition of many states. When we have a superposition of states, however, and we
apply a unitary gate, each element in the superposition is transformed into a new superposition of
states. All of the new superpositions are added up. The coefficients are complex numbers, and
thus can interfere constructively or destructively.

More specifically, the probability associated with a state |a) of amplitude~ is|v| 2. If the state
came about several different ways, for example two different states simultaneously transformed
to state |a) with amplitudes v, and v, then the amplitude of |a) is~y; + 2, with corresponding
probability |1 + v2|2. The probability of observing |a) isnot simply |y 1]? + |v2|?, but can range
anywhere from |y1]? — 2|1 |v2| + [72|* (destructive interference) to |v1]* + 2[vi[[v2| + 72/
(constructiveinterference), depending on the angle between v, and +- in the complex plane.
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A possible advantage of having registers which remain in a superposition of states during
computation is that we might be clever enough to perform unitary transformations such that the
amplitudes of the states we are interested in interfere more constructively than the amplitudes of
the other states. If this happens, when we perform a measurement, we are more likely to observe
a state we are interested in. Thisiswhat the quantum factoring and discrete logarithm algorithms
do.

Potential physical realisationsof such acomputing device are discussedin[EJ96] and [DiV95],
for example. One key problem is that such a computer would interact with the environment and
errors would be introduced. Error-correcting codes solve this problem in classical situations, and
similar solutions are being sought for quantum computers.

The running times stated are the number of quantum operations, selected from a finite set of
basic quantum gates.

4.2 Quantum Computation Tools

If we compute a function on a superposition of states, we will get a superposition of the value of
that function on those states. Shor [Sho944a] points out that a deterministic computation can be
implemented on a quantum computer if and only if it isreversible.

| state three quantum computer algorithms, which are components of the quantum discrete
logarithm algorithm. Only thefirst two are needed in the case of finitefields.

TheDiscreteFourier Transform, 4, isaunitary operationwhichfor anumber ¢ € {0,1, ..., g-1},
maps state |a) to
1l

%Z&}“I@

c=0
27

where&, =e ¢ .

It is shown by Shor [Sho94b] that if the prime power factors of ¢ were of size polynomial
in log(g), then A, could be implemented efficiently. Coppersmith and Deutsch independently
showed how to efficiently construct A,», and Cleve [Cle94] showed that A, can be efficiently
implemented if al the prime factors of ¢ are of size polynomial inlog(q). We use the fact that
Agn can beimplemented with acircuit of size O (n?).

Note that A, maps|0) to
1
i ey,
7 CXZ%I )
whichisan equally weighted superpositionof theintegersmodulo ¢ — 1. Now supposewe want an

equally weighted super position of the integers modulo NV for an integer N which isnot smooth.
Algorithm 4.2.1 doesthiswith anetwork of size O (log(N') ), as suggested to me by Ekert [Eke96].

We can also use a quantum computer to find the order of an element in group. In Shor's
[Sho94b] description of the integer factorisation agorithm, he gives a polynomial time agorithm
for finding the order of an element in a cyclic group, provided the group operation can be carried
out in polynomial time. Thislets usfind the order of elementsin Z %, which gives a probabilistic
algorithm for factoring V.
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Algorithm 4.2.1 Obtaining a Uniform Superposition
1. Set L 4 1 qubitsto 0.

2. Apply arotation to thefirst L qubitswhich maps |0) to -=|0) + %|1>.

S

Thisgivesus

3. Apply afunction mapping |a, 0) to |a mod N, [a/N |).

4. Perform ameasurement on the (L + 1)st qubit. If theresultisa0 we know the first L bits
will be in a superposition of al the states that had a 0 in the (L + 1)st qubit. This gives
us precisely the superposition we sought. This will occur with probability at least 1/2.
Otherwise, go to step 1.

4.3 Quantum discretelogarithm algorithm

I now discuss how to find a discrete logarithm, log ., (/5), in the cyclic group («) of order N. For
GF(q)* = (o), wehave N = ¢ — 1. For a group where the order is not known, use classical
methods or Shor’s algorithm to find it. | am following the technique given by Shor [Sho94b],
but with a few modifications. The first one isthat | describe it for any group. Boneh and Lipton
describe and analyse a similar experiment in [BL95] to solve an even more genera problem.

Firstly, to avoid the difficultiesin the analysis caused by small prime factors of N, we solve
classically for log,, (3) modulo all prime power factorsof N with the primelessthan 2% log (V)2
This can be done very efficiently using the techniques from Chapter 2 in O(log(N) ?) classical
group operations. Thiswill also reduce the expected number of quantum operations necessary.

Let Q@ = 2% be apower of 2 satisfying N < @ < 2NV, so that A can be applied efficiently.
We have three registers with ¢ qubits each. The discrete logarithm algorithm is described in
Algorithm 4.3.1.

4.3.1 Analyss

After performing the experiment, with probability at least m the values of ¢ and d that we

read will allow usto compute k& = log , (3) modulo N. Algorithm 4.3.2 describes the method.

By an analysis ailmost identical to Shor’s, we get the expected running time of this algorithm
to be at most 120 + o(1) repetitions of the quantum experiment, which isthus O (log(N) M (N))
basic quantum operations.

I now summarise why thisalgorithmis claimed to work.

The probability of observing the state |c, d, o) is

1
ac+bd |2
|N—Q > eytP.

a=k+rb
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Algorithm 4.3.1 Discrete Logarithm Experiment
Step 1: Initialisethe registersto 0. Assume thistakestime O (log(N)).
Step 2: Set the first two registersto a uniform superposition of all the residues modulo NV :

—-1N-1

—ZZMZ)O

a=0 b=0

Step 3: Then compute ¢ 3~°, and store the result in the third register to yield

—-1N-1

—ZZMba

a=0 b=0

Thistakesanetwork of size O (log(N)M (log(N)), where M (n) isthe complexity of multiplying
two n bit integers.
Step 4: Apply the Fourier transform Ag on thefirst two registersto get

1 Q-1 N-—
- Z Z ac+bd|c d o 5 b>‘
N ¢,d=0 a,b=0

Thistakes a network of size O (log(N)?).
Step 5: Lastly, observe the state of the registers. Thistakes O (log(XN)) steps.

Algorithm 4.3.2 Quantum Discrete L ogarithm Algorithm

1. Run the discrete logarithm experiment. Let ¢ and d be the values observed the first two
registers.

2. Letl =[]

3. Let m bethe closest integer to 4.

4. Letk = ged(N,1). If k > 1 goto step 1. (Alternatively, we could solve r £ = m modulo
N/E inthe next step).

5. Solve rl = m modulo V.

6. Compute and compare " and 5.
If they are not equal, returnto step 1.
If they are equal, stop.
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Thesumisover al a,b € {0,1,2,...N — 1} satisfyinga = k + rb modulo N.
Let! = L N, and L = F1Q +d.
Shor shows [Sho94b] that this amplitude has absol ute value squared greater than 3# if

1
in|L —iQ| < = 41
rl.rg%ll lQI_Q (4.1)

and

|(cNmodQ)| < 4.2

Since ged (N, Q) = 1, equation (4.2) holdsfor at least % of dl c € {0,1,...Q — 1}, and for
each such ¢, thereisat least one d for which (4.1) holds.

So for each of the N > % choices of k, there are > % (¢, d) pairs for which equations
(4.1) and (4.2) hold. Thus the total number of states satisfylng (4.1) and (4.2) is at least %. By
definition these parameters occur with probability at least 3Q2 These observationstell usthat the
probability that the state we observe satisfies (4.1) and (4.2) is at least 120 Note also that each

(¢, d)-pair which satisfies (4.1) and (4.2), does so for every k, and thus with probability at least
Q-

We know N7 [,Q,and d and we know |% + d| iswithin % of some multiple of (). Equiva-
lently, |rl—|— N iswithin 2 30 <2 1 of somemultipleof V. Since! and r are integers, the solution,
r, must sﬁlsfy xl=m modulo N where m is the closest integer to %. This will have pre-

cisely ged(l, N) solutions, each congruent to » modulo N/ ged(l, N'). This explains the above
algorithm.

We will not know beforehand if (4.1) and (4.2) are satisfied. We just expect it to happen at
least once every 120 times, in which case we can solve and verify the valid solution.

We still need to be sure that ! has a high probability of being coprime with V. Recall that at
least 5 of thepossblec € {0,1,...Q — 1} satisfy (4.1) and (4.2) and each of these are read with
probab|I|tyatIeast . All of these ¢ corr%pondtoat Ieast g of thepossible/ € {0,1,...N -1},
and each of these! WI|| occur with probability at least 55 Smce N has no prime factor less than
21%10g (V)2 the proportion of I not coprime with |sat most Wg(N) andthuso(1) as N — oo
and always negligible compared to 1/20. Thus the probability, for each run, of getting a reading
satisfying (4.1 and (4.2) and for which [/ is coprime with IV, isroughly ﬁ or better.

We will solvefor » mod N in an expected 120 + o(1) repetitions of thisquantum experiment.
Shor expects 120t repetitionsof the quantum experiment, for some constant¢ > 2, but hisclassical
computationsonly require O (log(N')) group operations.

4.4 Concluding remarks

Theoverall algorithm | describerequiresO (log(N) M (N')) basic quantum operations, and O (log(
classical group operations. The classical component could be reduced asin Shor’s paper [ Sho94b],
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at the cost of more complicated analysis, as well as possibly more repetitions of quantum oper-
ations, and larger registers. None of these differences increase the asymptotic running time esti-
mate in terms of quantum operations. However, especially in thefirst phases of ever implementing
guantum computers, quantum operations will be much more expensive than classical ones, and so
these classical precomputations will be worthwhile, and should perhaps be increased to remove
many other small factors from N.

Note that two of the three quantum registers require [log, (V)] qubits, and the third requires
however many bits are necessary to store a group element. The size of the first two registers can
be decreased by computing the logarithm separately modulo any factors of N we may know. It
may be worthwhileto apply factoring algorithms, classical and quantum, to factor NV and thereby
allow usto usetwo smaller registersfor the discrete logarithm computations.

If we are computing modulo factors of NV, it may be possible to simplify the group repre-
sentation for that subgroup, thereby reducing the size of the third register as well as simplifying
the group operation. One case where thisis possibleis with fields with subfields, as described in
Chapter 3.
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Chapter 5

Conclusions

There are rigorous deterministic techniques for computing logarithmsin any finite cyclic group of

order N intime proportional to v/N log(N') and spacefor v/ N group elements. There are heuristic
probabilistic algorithms for performing the same task with expected running time O( +/N) and
requiring O (1) group elements of space.

The discrete logarithm problem in finite fields can be solved not only by these methods, but
by Index Calculus techniques which involve building up a collection of linear relations between
elementsfrom asmall collection of field elements called afactor base. By then expressing a given
element of the field as a product of elements in the factor base, we can extract information from
the linear relations that enables us to solve for the logarithm. The two central components of this
algorithm are generating linear relations between elements of the factor base, and linear algebra
over the integers modulo . There are rigorous probabilistic methods for performing these two
tasks. In practice people use heuristic techniques to speed up the solution of these two steps. |
have described severa of the heuristic methods used to increase the rate at which we should be
able to find relations between factor base elements. Many of these have been implemented and
tested. | have suggested a few other techniques that could speed up the equation generation phase
for somefinite fields.

Gaussian elimination isan obviousmethod for solving the linear algebra phase, but other tech-
niques, including Wiedemann's coordinate recurrence methods will solve the problem asymptot-
ically faster, and provide us with the fastest rigorous and heuristic index calculus algorithms for
finding discrete logarithms. | have detailed how we can apply Wiedemann’'s method in the case
that we do not know the prime factorisation of N. | have brought some attention to potential
problems with applying Wiedemann's techniques (which are used in the rigorous algorithms) to
systems which do not have full rank modulo higher powers of some prime divisor of N. This
problem can be remedied for the purposes of the index calculus algorithm, but it is an interesting
problem which | am still studying.

| have also shown that the discrete logarithm problem in any group of order N, can be reduced
in polynomial time to solving discrete logarithms in a collection of subgroups whose orders con-
tain each of the distinct prime factors of V. Any combination of square root, index calculus, or
other methods can then be applied in these individual subgroups.

The possibility of a quantum computer which would exploit quantum mechanical effects has
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been investigated for over a decade. Such a device would permit the computation of discrete |og-
arithmsin finite fields in a polynomia number of quantum operations. Whether or not a quantum
computer can be realised is an open question.
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Appendix A

A.1 Theexpected valueof gcd(n, N)

We are interested in the expected value of ged(n, N') where n is selected uniformly at random
from theintegers modulo V. Suppose N = [] p{".

Firstly consider the prime power case. Since p;*| N, the value of » mod p{* aso hasauniform
probability distribution. The expected value of ged (n, p ) isl(f%l)+p(13p;2l)—|-. . .—|—p“—1(%})—|—
p“}% = ap%l + 1.

By the Chinese Remainder Theorem, the valuesof ged(n, p;'*) for different i are independent,
and thus the expected value of the product is the product of the expected values. So the expected
valueof ged(n, N') equals H(a,»(p;—:l) +1), whichislessthan [](a;+1). Thislast product equals
d(N), the number of divisorsof V.

A.2 Hensd lifting in non-singular matrices

We are given a matrix A, and a tuple b, defined modulo n%, ¢ > 1, and we wish to solve the
system Ax = b.

Let bg = b. We first solve AXg = b modulo n. Then pick any xo modulo »¢ such that
Xo = Xp mod n.

Let by = (bo — Axg)/n. Then solve AX; = by mod n, and pick any x; modulo %=1 such
that X1 =X3 mod n.

Continuethis procedure, for i < a — 1, settingbi+1 = (bi — Ax;)/n, solving AX;11 = biy1
mod 7, picking any xi;; modulo n¢~*~' such that xj,; = X1 mod 7, and incrementing .

An induction argument showsthat x = xg + nxy + ...n' " 'xj_; isasolutionto Ax = b
modulo n?, for i < a.

A.3 Selecting Parametersfor Coppersmith’salgorithm
We must pick our parameters so that the approximately ¢+ relatively prime pairs v, (=) and
v (2) will produce enough equations. The runningtimeisthus g (1+o(D)(ditd2) o g(1to(1))2m  For

thisanalysis, wefix ¢ andlet n — oc.
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If we assume that the probability of smoothnessis the same for polynomials of this form as
for random polynomials of the same degree, the probability of each trial producing a relation is
roughly P,(max(ds, d; + h), 771)Pq(max(pkdz7 dip® + p* + deg(fi)), m).

Thus to produce enough equations requires

qdl‘i'd2 P,(max(dq,d; + h), 771)Pq(max(pkdz7 dlpk + pk + deg(f1)),m) > ¢™.

We seek parameters which minimise the running time of the three main phases. With the pa-
rameters given below which were chosen to minimise the running time of the database generation
and linear algebra phases, it turns out that the running time of the third phase is negligible.

In Odlyzko's analysis [OdI85], he assumes that 1 = d; = d, which makes things simpler,
and as we show here, this has no adverse affect on the end result. In any useful application of this
method, we must have d, < h. Thusthe degree of w,(z) isat most d; + . The degree of w;(x)
isat most max{p*dy, dip* + (hp* — n) 4 deg(f1)}. For afixed d; + ds, there is no advantage
to keeping p*d, < dip* + (hp* — n) + deg(f1) since increasing d, and decreasing d; would
decrease the degree (and thus we assume the likelihood of smoothness) of both w  (z) and wq(z).
We thus assume that the degree of w () isat most pFd,. Our constraint now becomes

q(1+o(1))(d1+d2)Pq (dl + h, 77%)13(1(])]@(127 m) Z q(l-l—o(l))m‘

If we assume the hypotheses of Theorem 1 are met, computations show that we must have
dy = ni/3to) gy = pt/3+o(l) pb — p1/3+0(1) gnd thus h = n2/3t°(1). The hypotheses of
Theorem 1 are satisfied with these parameters. Since d; < d5, we seethat d; will have no effect
in the asymptotic estimate we have for P,(dy + h, m). A generalisation of Odlyzko's analysis
of the ¢ = 2 case, suggests parameters to be of the form p* = (1 + o(1))n'/log(n)~1/3,
dy = (v2 + o(1))n'Plog(n)?/3, and m = (y3 4 o(1))n'/3log(n)?/3 for some positive bounded
reals vy, vz, v3, aso bounded away from 0. Ignoring the fact that d,, d;, m and k are integers
yields optimal values of v3 = v, = (2/(3log(q))?3, v = 1/4Y? = (3log(q)/2)"/? and
di = (14 o(1))d, (we assumedeg( fi(z)) iso(d3)).

The error terms compensate for the fact the we actually need integers, except in the case
of p*. These constants serve as lower bounds for the upper bound of the running time of the
Coppersmith improvement. Odlyzko states in the case ¢ = 2 that the constant is periodic in
log, (n'/3 log(n)2/3) and gives an upper bound of (2/ log(2))2/3/2. A similar upper bound should
exist in the general case aswell.

These serve as heuristic upper bounds for the entire algorithm only assuming that the third
phase does not take too long. | have not analysed the third phase very closely for ¢ > 2, but it
does seem to get more difficult for smaller degree extensions because there are fewer choices for
the intermediate degree bounds (see section 3.3.1).

A.4 Chebyshev correction

Equation (5) on page 9 of [HR83] reads
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N _
PO X <N < %

=1

This is supposed to be an upper bound on the probability that fewer than N ; successes are
obtained in Ny Bernoulli trials, each with probability of success 4. It seems incorrect intuitively,
since increasing the number of successes makes the upper bound smaller.

Note that
N2 N2
PO_Xi<N) =P _(6—X;) > 5N, — Ny)
=1 =1

which, provided N; < § Ny, Chebyshev’sinequality impliesislessthan

5(1 - 4)
N2(5 — Nl/Nz)z‘

The values they end up using have Ny /N, = /2 so the error does not affect their result.
Even assuming N, < § N,, their inequality failsfor 6 = 1/2, Ny = 5, N = 2, for example.
A.5 Toeplitzmatrices

A unit lower triangular Toeplitz matrix isamatrix of the form

1
as 1
P:
Ap—92 ... 1
Ap—1 ... a3 1
| an ... a3 ay 1 |

We similarly define unit upper triangular Toeplitz matrices.

One important property (see [KS91]) is that the space requirements are only O(n) elements
and for a column tuple v, y = Pv can be computed using polynomial multiplication with
O(nlog(n)loglog(n)) ring operations, and the identity

(y1 + 2z + .. .ynx”_l) = (14 axz+.. .anx”_l)(vl +vgr 4+ ...+ vnac”_l) mod z".
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A.6 Findingtheorder of an element using discretelogarithms

We assume here that we have a black-box which given oo and 5 € («), will return an integer &
such that o = 3, not necessarily the smallest such integer, or even positive. The only assumption
isthat it takes polynomial time to do so, and thusthat & aso has size polynomial in the size of «
and 5.

The set of all such solutionsk to a* = j, is a coset modulo N. Start with i = 1. Select
arandom integer r € {1,2,...2'}, fori = 1,2,..., compute o" = 3, and then solve for k =
log, (8). Keep increasing 7 until we find that & does not correspond to . Then we know that
M = k — risanon-trivial multiple of N. Continue picking random r € {0,1,...M} solving
for k£ = log,(a"), and then resetting M = ged(M,k —r). If M = IN, for[ > 1, then since
we randomly select our exponent %, the probability that [V dividesk — ris1/l < 1/2. Thus, if
M > N, after each repetition M will decrease by a factor of 2 or more with probability at least
1/2. After O(log(1/¢)) repetitions with M not decreasing, the probability that M # N isless
then e for any positivee.

This method is described in [McC90].

A.7 TheNumber of Relatively Prime (v (x), v2(x)) Pairs

Let Py, x, denote the number of relatively prime ordered pairs of monic non-zero polynomials
A(z), B(z) € GF(q)[z] of degreesat most & and k; respectively. Without loss of generality, we
can assumethat & < ks.

There are precisely ¢' monic polynomialsof degree exactly i. Thusthereare precisely (¢it! — 1)/(q — 1)
monic polynomialsof degree at most i in GF(q)[z]. Py, x, satisfiesthe following recurrence:

k‘l—l k‘l-l—l _ 1

ko1
. q q -1
Y ¢ Py —iko—i = (
=0

).

qg—1 qg—1

Solving thisrecurrence yields
k1 +k2+43
q -1
Pk1+17k2+1 = q—1

for &y and k5 any two non-negative integers.
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